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CYBER SECURITY: RECOVERY AND
RECONSTITUTION OF CRITICAL NETWORKS

FRIDAY, JULY 28, 2006

U.S. SENATE,
SUBCOMMITTEE ON FEDERAL FINANCIAL MANAGEMENT,
GOVERNMENT
INFORMATION, AND INTERNATIONAL SECURITY,
OF THE COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Subcommittee met, pursuant to notice, at 9:35 a.m., in room
342, Dirksen Senate Office Building, Hon. Tom Coburn, Chairman
of the Subcommittee, presiding.

Present: Senator Coburn.

OPENING STATEMENT OF CHAIRMAN COBURN

Chairman COBURN. The Subcommittee on Federal Financial
Management, Government Information, and International Security
will come to order.

Today’s hearing is titled “Cyber Security: Recovery and Recon-
stitution of Critical Networks.” This is the second hearing in a se-
ries we will be conducting on cyber security. It is actually the third.
We have had a high-level secured briefing and hearing on this, as
well. On July 19, 2005, this Subcommittee held a hearing on the
importance of cyber security to our Nation’s critical infrastructures.
The hearing highlighted the importance of forging a public-private,
and I will emphasize private, partnership to protect critical infra-
structure and focused on challenges facing the Department of
Homeland Security (DHS) in facilitating and leveraging such part-
nerships.

Things that we have learned through the September 11 terrorist
attacks and the response to Hurricane Katrina further emphasize
these challenges. Today, despite spending millions of dollars over
the past year, DHS continues to struggle with how to effectively
form and maintain effective public-private partnerships in support
of cyber security, including how to protect Internet infrastructure
and how to recover it in the case of a major disruption. The public-
private partnership necessary to accomplish DHS’s goals in secur-
ing computer networks continues to remain a public-private divide.

I am grieved to note that our Nation’s security from a cyber-
based attack has not improved since we were here last year. The
objective of today’s hearing is to highlight immediate steps that
DHS and the private sector can take to formalize a partnership
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and to ensure effective response and recovery to major cyber net-
work disruptions.

Our economy and national security are reliant on the Nation’s in-
formation and communications infrastructure, including the Inter-
net. The Internet connects millions of information technology sys-
tems and networks together, which, in sum, provide e-commerce to
the country and critical services allowing the government to func-
tion. On July 19, 2005, we learned that these computer networks
can also control physical infrastructure, such as electrical trans-
formers, chemical systems, and pipelines.

DHS recently released its National Infrastructure Protection
Plan (NIPP), 3 years after its due date. This plan highlights the
importance of cyber security and the Internet to critical infrastruc-
ture, stating that the U.S. economy and national security are high-
ly dependent upon the global cyber infrastructure. But according to
today’s GAO report, DHS fails to adequately plan for recovery of
key Internet functions. Moreover, the Department has not ade-
quately prepared to effectively coordinate public-private plans for
reconstitution from a cyber Internet disruption.

The success of the protection efforts in the NIPP hinges on infor-
mation sharing between the Federal Government and the private
sector. However, a number of barriers exist to information sharing.
Recent incidents at the Department of Veterans Affairs, Depart-
ment of State, and a national laboratory indicate that the govern-
ment has trouble protecting sensitive information. The government
also does not have a good record of sharing sensitive intelligence-
derived threat data with the private sector.

GAO identified numerous challenges to development of a plan
and is here today to present the recommendations to strengthen
the Department’s abilities. Government agencies and private com-
panies, including telecommunications companies, cable companies,
peering organizations, and major data carriers, need clarity on
what is expected of them in a crisis. Overlapping and unclear roles
and responsibilities lead to frustration and confusion, and will
hamper recovery efforts in a crisis, which will be deeply injurious
to our Nation.

The overarching concern for the Committee is whether the De-
partment of Homeland Security knows what functions of govern-
ment need to be protected, how those functions interact with State
and local governments, and what is DHS’s role and responsibility
in working with the private sector during a cyber or telecommuni-
cation-based incidence of national significance.

The recently released DHS plan requires the use of a risk assess-
ment method that has been criticized as not focusing on what real-
ly needs to be protected in the information technology and tele-
communication sectors, and focusing heavily on physical assets.
The risk assessment methodology should be reevaluated, as it could
lead to significant wasteful spending.

While this sector has physical assets to protect, government
needs to understand that this sector is about protecting critical
functionality, not assets. The private sector and government must
work together to ensure the Nation’s critical infrastructure can
function in the reliable and stable fashion that the American public
expects.
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Therefore, private industry must devise plans in coordination
with the government to ensure critical functions do not fail or can
be recovered quickly when faced with an incident of national sig-
nificance. The National Communications System has worked under
this concept for years.

Both government and private industry admit there are vulner-
abilities in the networks that can and have been exploited or dam-
aged by accident or natural causes. A perfect system cannot be
built. We realize that. The difficult part of any organization, espe-
cially government, is how does it respond, recover, and reconstitute
after an incident.

The Homeland Security Act of 2002 and Presidential Directives
lay out a clear mandate on cyber security at the Department of
Homeland Security. They require DHS to assess our vulnerability
to a cyber attack, develop a plan to fix it, and implement that plan
using measurable goals and milestones. In order to implement the
plan, the Department has the admittedly difficult task of engaging
and securing action from diverse players, which include State and
local governments, other Federal agencies, and especially and most
importantly, key industry actors.

The nature of terrorists is to attack private citizens, as we re-
cently saw in the horrific railway attacks in India. There can be
no excuse for not effectively engaging the private sector, even
though it is hard. We ask no less of our food safety, airline safety,
and pharmaceutical industries. The issue is lack of leadership and
lack of courage.

Nobody wants to micromanage the private sector or DHS. How-
ever, America does expect the Department of Homeland Security
and the private sector to take every reasonable measure to protect
us from terrorism. I am not convinced that threshold has been met.

If America is to be safe from the damage of a cyber attack, we
will need a plan, a budget tied to that plan, and Congressional
commitment to the implementation of the plan. One year ago, the
Department announced the creation of the position of Assistant
Secretary for Cyber and Telecommunications Security to elevate
the importance of cyber critical infrastructure protection. Today,
this position remains vacant. This vacant post was designed by the
Department to lead the Nation in buttressing our critical informa-
tion technology and telecommunications systems against threats.
The Department, working in conjunction with the private sector,
needs to find that person and set that person to the task of reform-
ing the plan and then implementing it. A leader can and will be
found, and I am encouraging DHS to exhaust every effort to fill
this position, ensure the proper authorities are in place to succeed,
and ensure that this person receives adequate support from the top
leadership at DHS to fulfill the mission.

To that end, I look forward to hearing from our witnesses, NSA,
DHS, OMB, GAO, AT&T, VeriSign, and Internet Security Systems,
as well as the Business Roundtable. I welcome each of you.

The Department of Homeland Security’s testimony came in late
last night. It is unavailable to me, the Chairman of this Sub-
committee. It will not be accepted as part of it and it is a message
to anybody else that wants to play games with the Subcommittee.
You are going to send us the information that you want to testify
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about on a timely basis so we can do our job. And this is an exam-
ple of exactly what is happening at DHS on cyber security. You
can’t meet the goals. You can’t meet the expectations. This Sub-
committee hearing was noticed June 12—6%2 weeks ago, and for
the testimony to come in last night is unacceptable and it will not
be accepted.

Let me welcome our guests. First is the Hon. George Foresman.
He was first confirmed by the U.S. Senate on December 18, 2005.
He is responsible for synchronizing national preparedness efforts
under the direction of Homeland Security Secretary Michael
Chertoff and Deputy Secretary Michael Jackson. He previously
served in the Commonwealth of Virginia as Assistant to the Gov-
ernor for the Commonwealth Preparedness and Homeland Security
Advisor, a cabinet-level position. In this capacity, he was the prin-
cipal advisor and overall coordinator for homeland security and
preparedness efforts, as well as relations with military commands
and installations throughout the Commonwealth. He is nationally
recognized in the fields of emergency preparedness and homeland
security.

Richard Schaeffer is the Information Assurance Director at the
National Security Agency (NSA). He is responsible for the Informa-
tion Assurance Directorate at that agency. The Directorate’s mis-
sion is to provide products and services critical to protecting our
Nation’s critical information and information systems. Moreover, he
is responsible for defining and implementing the information assur-
ance strategy to protect the Department of Defense’s global infor-
mation grid and supporting the ongoing military operations against
terrorism.

Next is the Hon. Karen Evans. She is Administrator of E—Gov-
ernment and Information Technology (IT), Office of Management
and Budget. She is here as a break from her vacation. I want to
tell you how much I appreciate you doing that. She oversees the
implementation of IT throughout the Federal Government, includ-
ing advising the Director on the performance of IT investments,
overseeing the development of enterprise architectures within and
across those agencies, directing the activities of the Chief Informa-
tion Officer Council, and overseeing the usage of E—Government
funds to support interagency partnerships and innovation. She also
has responsibilities in the areas of capital planning and investment
control, information security, privacy, accessibility of IT for persons
with disabilities, and access to, dissemination of, and preservation
of government information.

Next is Keith Rhodes, Chief Technologist, Government Account-
ability Office (GAO). Mr. Rhodes is currently the Chief Tech-
nologist at GAO and Director of the Center for Technology and En-
gineering. He has been the senior advisor on a range of assign-
ments covering continuity of government and operations, export
control, computer security, privacy, e-commerce, E—Government,
voting systems, and various unconventional weapons systems. Be-
fore joining GAO, he was supervisory scientist leading weapons and
intelligence programs at the Lawrence Livermore National Labora-
tory.

I would like to recognize each of you. Thank you for taking the
time to be here. Mr. Foresman, you are recognized for 5 minutes.
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TESTIMONY OF GEORGE FORESMAN,! UNDER SECRETARY
FOR PREPAREDNESS, U.S. DEPARTMENT OF HOMELAND SE-
CURITY

Mr. FORESMAN. Mr. Chairman, thank you, and thank you for the
opportunity to appear today to discuss the recovery and the recon-
stitution of critical cyber networks. Congressional discussion on
this particular topic is absolutely essential and it is critical to the
success that we need to achieve as a Nation toward strengthening
our levels of preparedness.

Mr. Chairman, I would like to highlight several key issues today
and outline the Department’s roadmap for success in advance of a
very important discussion on the security and the protection of our
cyber communications networks.

The findings of the GAO report on the development of a joint
public-private plan for recovering critical cyber infrastructure and
the recent Business Roundtable’s recommendations for strength-
ening cyber preparedness both echo the overall resounding themes
that the Department of Homeland Security is pursuing in its work
to lead a national effort to protect America’s cyber assets. While
these reports offer somewhat differing recommendations on the
exact steps that we need to take, the shared national vision further
reflects two very important and sometimes overlooked issues.

First, the risk posed to the critical cyber infrastructure is becom-
ing both better and more widely understood, both in the public sec-
tor and in the private sector. Second, the importance of mitigating
these risks, whether on the individual, corporate, or government
level, is also better understood. We know we must be ready for the
cyber version of Hurricane Katrina or the September 11 attacks.

Mr. Chairman, let me outline for you the Department’s three
strategic priorities on the cyber preparedness front. They include,
one, preparing for a large-scale cyber disaster; two, working to
forge more effective partnerships, as you noted in your opening
statement; and three, fostering a culture of preparedness to pre-
vent cyber incidents and mitigate damage when disruptions do, in
fact, occur.

Our primary strategic goal as part of our overall risk manage-
ment approach is to prepare for high-consequence incidents. These
would include, for example, a widespread disruption involving the
Internet or critical communications infrastructure, whether it origi-
nates from an attack or from a natural disaster. The Department
has established the Internet Disruption Working Group, the IDWG,
to address the resiliency and recovery of Internet functions in the
event of a major cyber incident. The IDWG is not examining all in-
dividual risks, but rather focusing on nationally significant Inter-
net disruptions in a prioritized fashion. The IDWG is developing
not only policy recommendations for cyber response, but also oper-
ational proposals and protocols to improve the deployment of Fed-
eral resources in the event of such an event and how to ensure co-
ordination with local, State, and private sector partners of these as-
sets.

I am also pleased to share with you that the Department con-
ducted its first national cyber security exercise, Cyber Storm, this

1The prepared statement of Mr. Foresman appears in the Appendix on page 33.
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past February, and this was the largest multinational cross-sector
cyber exercise to date and assessed the policies and procedures as-
sociated with a cyber-related incident of national significance. The
Department will soon be releasing a public exercise report on this
effort that will outline findings to help bolster protective measures
for potential cyber attacks. I will also note that these lessons, like
those of Hurricane Katrina and other incidents, will not sit idle.
They will be incorporated into our operations processes under the
National Response Plan and these will be retested during Cyber
Storm II in 2008, if not before.

Cyber Storm demonstrated the close cooperation and information
sharing needs across Federal agencies, across international bound-
aries, and most importantly, between the public and the private
sectors. The exercise tested for the first time the full range of
cyber-related response policy, procedures, and communications
methods required in a real-world crisis. We know that there were
successes. We also know that there is room for improvement.

Another significant accomplishment in preparing for a nationally
significant cyber disruption is last month’s completion, as you
noted, of the National Infrastructure Protection Plan. The NIPP
sets forth a comprehensive risk management framework and clear-
ly defines critical infrastructure protection roles and responsibil-
ities for DHS, Federal sector-specific agencies, other Federal, State,
local, tribal, and territorial agencies, as well as our private sector
security partners. The plan addresses the physical, human, and
cyber elements of the critical infrastructure issues which cross all
sectors. This release of the NIPP is an important milestone, as it
accompanies 17 sector-specific plans that will help build a safer
and more secure and more resilient America by enhancing protec-
tion of the Nation’s critical infrastructure and key resources to in-
clude the cyber community.

Our second strategic goal is to improve the Department’s part-
nership programs and practices. Homeland Security Presidential
Directive 7, the Administration’s policy on critical infrastructure
protection, explicitly recognizes the importance of partnerships,
which are essential for many sound reasons. In the cyber security
arena, the Department is working to nurture existing partnerships
and establish new relationships with three key stakeholder commu-
nities, the private sector, Federal departments and agencies, and
the State, local, and tribal governments, as well as academia.

Third, we must create a culture of preparedness, both to prevent
a cyber disaster and to mitigate damages if a widespread disrup-
tion occurs. We are working every day to influence how individual
citizens, government, and the private sector prepare for the secu-
rity challenges of the coming decade. As with our other strategic
priorities, this goal demands a focused and disciplined approach.
We need interconnected strategies and processes, not individual ac-
tions. Just as our cyber systems are interconnected, so must be our
approach to dealing with disruptions.

Our national cyber security efforts are rapidly maturing and we
have clear legislative and presidential direction and private sector
interest. There is no magic wand that will allow us to do this over-
night. There is, however, a growing coalescing of effort between
government and the private sector as just two of the key entities.
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Chairman COBURN. I need for you to summarize, if you will.

Mr. FORESMAN. Yes, sir, and I am finishing up. To create a long-
term culture of preparedness, we are developing clear organiza-
tional doctrine which memorializes strategic policies, clarifies roles
and responsibilities, and defines measures of accountability. The
road ahead is critical and we are committed to ensuring success.
Thank you.

Chairman COBURN. Thank you. Mr. Schaeffer.

TESTIMONY OF RICHARD C. SCHAEFFER, JR.,! DIRECTOR OF
INFORMATION ASSURANCE, NATIONAL SECURITY AGENCY

Mr. SCHAEFFER. Good morning, Mr. Chairman.

Chairman COBURN. Good morning.

Mr. SCHAEFFER. I appreciate the opportunity to be here today to
talk briefly about the NSA’s information assurance mission and its
relationship to the work of the Department of Homeland Security
and others concerned with helping operators of crucial information
systems prepare for and recover from hostile acts or other disrup-
tive events.

The NSA’s information assurance mission focuses on protecting
what National Security Directive 42 defines as national security in-
formation systems, systems that handle classified information or
are otherwise critical to military or intelligence activities.

Historically, most of our work has been sponsored by and tailored
for the Department of Defense. Today, national security systems
very often rely on commercial products or infrastructure or inter-
connect with systems that do. This creates significant common
ground between defense and broader U.S. Government and home-
land security needs. More and more, we find that protecting na-
tional security systems demands teaming with public and private
institutions to raise the information assurance level of products
and services more broadly. If done correctly, this is a win-win situ-
ation that benefits the whole spectrum of information technology
users, from warfighters and policy makers to Federal, State, local
governments and operators of critical infrastructure and major ar-
teries of commerce.

This convergence of interests has been underway for some time
and we can already point to several examples of the kind of fruitful
collaboration it inspires. For instance, the NSA and the National
Institute of Standards and Technology have been working together
for several years to characterize cyber vulnerabilities, threats and
countermeasures to provide practical cryptographic and cyber secu-
rity guidance to both IT suppliers and consumers.

Among other things, we have compiled and published security
checklists that harden computers against a variety of threats. We
have shaped and promoted standards that enable information
about computer vulnerabilities to be more easily cataloged and ex-
changed, and ultimately, the vulnerabilities themselves to be auto-
matically patched. And we have begun studying how to extend our
joint vulnerability management effort to directly support compli-
ance programs, such as those associated with the Federal Informa-
tion Security Management Act. All of this is unclassified and ad-

1The prepared statement of Mr. Schaeffer appears in the Appendix on page 50.
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vances of cyber security in general, from national security and
other government networks to critical infrastructure and other
commercial and private systems.

The NSA partners similarly with the Department of Homeland
Security. In 2004, DHS joined the NSA in sponsoring the National
Centers of Academic Excellence Program to foster training and
education programs to support the Nation’s cyber security needs
and increase the efficiency of other Federal cyber security pro-
grams. The NSA has supplied trained personnel and other tech-
nical support to the U.S. Computer Emergency Readiness Team,
and we routinely alert one another to possible or emerging hostile
cyber threats. In fact, DHS has just named an integree to work in
the NSA-Central Security Service Threat Operations Center,
which has as one of its missions to monitor the operations of the
global network in real time to identify network-based threats to
DOD and intelligence community networks.

NSA and DHS cooperate on investigations and forensic analysis
of cyber events and malicious software, and together, we look for
and mitigate the vulnerabilities in various technologies that would
render them susceptible to similar attacks. We each bring to these
efforts complementary experience, insight, and expertise based on
the different problem sets and user communities on which we con-
centrate, and we each then carry back to those communities the
dividends of our combined wisdom and resources.

With regard to post-incident response, the NSA supplies tech-
nical personnel, advice, and equipment to support an efficient re-
sponse and recovery to disasters. The NSA has worked with the
DHS Infrastructure Protection Division to plan for interoperable
communications systems needed to support response and recovery.
We did this for Hurricane Katrina and do it for other disasters, as
well.

When it comes to reconstructing networks, however, beyond just
communications systems, bringing in replacement technology may
be the easy part. The real challenge is knowing what to recon-
struct. That means maintaining an up-to-date understanding of
what set of data, functions, and connections available to what set
of users qualify as critical.

Looking forward, NSA and DHS interests will continue to merge
and the opportunities needed for shared network and mutual sup-
port will continue to grow.

Finally, beyond technical convergence, in the post-September 11
world, the NSA and DHS are bound together by the need to pro-
vide for communications across once unbridgeable chasms of classi-
fication and practice, from the President all the way to first re-
sponders and the owners and operators of critical infrastructure.
As a starting point, the NSA and NIST have established a suite of
unclassified algorithms that can be implemented in commercial off-
the-shelf offerings as well as specialized high-end government
equipment. This sets the stage for interoperable encryption and
message authentication and is an important step, although just one
step in the broader effort to ensure that the Nation can recognize
and respond to impending emergencies or their aftermath.
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Once again, thank you, Mr. Chairman, for giving me the oppor-
tunity to appear before you today and for your leadership in this
area.

Chairman COBURN. Thank you, Mr. Schaeffer.

Next, Ms. Evans, just a side note. Thanks for all your help on
our Government Accountability and Transparency Act. It passed
the Committee unanimously yesterday.

TESTIMONY OF KAREN EVANS,! ADMINISTRATOR FOR ELEC-
TRONIC GOVERNMENT AND INFORMATION TECHNOLOGY,
OFFICE OF MANAGEMENT AND BUDGET

Ms. Evans. Congratulations. Good morning, Mr. Chairman, and
thank you for inviting me to speak about “Cyber Security: Recovery
and Reconstitution of Critical Networks.” My testimony today will
focus on OMB’s activities to improve security and resilience of the
Federal Government’s cyber critical assets.

Last year, the Director of OMB issued a regulation on maintain-
ing telecommunication services during a crisis or an emergency.
The regulation required each agency to review its telecommuni-
cations capability in the context of planning for contingencies and
continuity of operation situations. OMB also asked each agency to
confirm that they were complying with directives issued by the Na-
tional Communications System (NCS), and guidance issued by the
Federal Emergency Management Agency (FEMA).

In August 2005, all large agencies submitted reports on the sta-
tus of their telecommunications services. OMB and the NCS anal-
ysis revealed the need for additional guidance to the agencies re-
garding the use of redundant and physically separate telecommuni-
cations service entry points into buildings and the use of physically
diverse local network facilities.

In October 2005, the NCS hosted a Route Diversity Forum for
representatives from over 70 Federal agencies. In addition, the
NCS developed a Route Diversity Methodology, enabling agencies
to self-assess their own facilities.

When an agency initiates new telecommunications procurements,
the agency must determine the appropriate level of availability,
performance, and restoration that is required. The General Service
Administration’s upcoming Networx procurement will specify tele-
communications infrastructure security requirements to protect
contract network services, infrastructures, and information proc-
essing resources against cyber and physical threats, attacks, or sys-
tem failures. The Networx program will ensure that telecommuni-
cations capabilities are continuously ready to meet the needs of the
Federal agencies during national emergencies.

On December 17, 2003, the President signed Homeland Security
Presidential Directive 7, “Critical Infrastructure Identification,
Prioritization, and Protection.” This directive established the na-
tional policy for Federal departments and agencies to identify and
prioritize U.S. critical infrastructure and to protect it from terrorist
attacks. OMB worked with the Department of Homeland Security
to evaluate the protection plans. We have provided each agency

1The prepared statement of Ms. Evans with an attachment appears in the Appendix on page
53.
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with a written response explaining our approval, our disapproval
of the agency’s cyber security plan, and highlighting areas where
improvements were needed.

Additionally, each year, agency CIOs, chief information officers,
and program officials conduct IT security reviews for systems that
support their programs. As part of their evaluations, agencies are
asked to categorize their information systems into high, moderate,
and low impact and document the security controls implemented
for each.

Last, the National Cyber Response Coordination Group is the
principal Federal interagency mechanism to coordinate the prepa-
ration for and response to cyber incidences of national significance.
OMB is a member of the group, along with other agencies having
a statutory role in cyber security, cyber crime, or protection of crit-
ical infrastructure. During a cyber incident, the member agencies
would integrate their capabilities in order to assess the scope and
severity of the incident, govern response and remediation efforts,
and advise senior policy makers. The group would also use their es-
tablished relationships with the private sector and State and local
governments to help manage the cyber crisis and develop recovery
strategies.

In conclusion, each agency is responsible for ensuring the contin-
ued availability of its mission-essential services. Strategic improve-
ments in security and continuity of operations planning can make
it more difficult for attacks to succeed and can lessen the impact
of attacks when they occur. The Administration will continue to
work with the agencies, Congress, and GAO to ensure appropriate
risk-based and cost-effective IT security programs, policies, proce-
dures are put in place to protect the Federal Government’s critical
cyber infrastructure.

I would be happy to take any questions, sir, that you may have.

Chairman COBURN. Thank you, Ms. Evans. Mr. Rhodes.

TESTIMONY OF KEITH RHODES,! CHIEF TECHNOLOGIST AND
DIRECTOR, CENTER FOR TECHNOLOGY AND ENGINEERING,
U.S. GOVERNMENT ACCOUNTABILITY OFFICE

Mr. RHODES. Thank you, Mr. Chairman. We appreciate the op-
portunity to testify on our Internet reconstitution report being re-
leased today that we completed at your request.

Last summer when GAO testified before your Subcommittee, we
discussed the work that remained for DHS to fulfil its cyber secu-
rity responsibilities in 13 key areas, including developing a plan for
recovering the Internet when it is disrupted. Despite Federal policy
requiring DHS to develop this integrated public-private plan, to
date, no such plan exists.

Today, at your request, we will briefly discuss the growing
threats to the Internet, where our Nation is in its efforts to develop
this plan, and recommendations to both DHS and the Congress to
facilitate public and private efforts to recover the Internet when
major disruptions occur.

First, threats. Criminal groups, foreign intelligence services,
hackers, and terrorists are all threats to our Nation’s computers

1The prepared statement of Mr. Rhodes appears in the Appendix on page 111.
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and networks. A recent intelligence report on global trends fore-

casts that terrorists may develop capabilities to conduct both cyber

and physical attacks against infrastructure nodes, including the

Internet. In fact, the Internet itself has been targeted and attacked

and private companies who own the majority of the Internet infra-

f)tructure deal with cyber and physical disruptions on a regular
asis.

For example, viruses and worms are often used to launch “denial
of service” attacks that result in traffic being slowed or stopped.
Several recent cyber attacks highlight the importance of having ro-
bust Internet recovery plans, including a 2002 coordinated denial
of service attack that targeted all 13 Internet route servers.

For most of these attacks, the government did not have a role in
recovering the Internet, but recent physical attacks like the ter-
rorist attacks of September 11, 2001, and Hurricane Katrina, high-
light the need for public-private coordination associated with Inter-
net recovery. DHS has begun a variety of initiatives to fulfill its re-
sponsibility for developing an integrated public-private plan, but
these efforts are not yet complete nor are they comprehensive.

Specifically, DHS has developed high-level plans for infrastruc-
ture protection and national disaster response, but components of
these plans that are to address Internet recovery are incomplete
and inadequate. For example, the National Response Plan Cyber
Annex does not reflect the National Cyber Response Coordination
Group’s current operating procedures. DHS has started a variety of
initiatives to tackle this problem, including working groups to fa-
cilitate response and exercises to practice recovery efforts. How-
ever, these efforts are immature and the relationships among
groups like the Internet Disruption Working Group and others are
not evident.

Regarding challenges that have impeded progress, first, it is un-
clear what government entity is in charge, what the government’s
role should be, and when it should get involved. Expanding on each
of these, DHS National Cyber Security Division and the National
Communications System have overlapping responsibilities. In addi-
tion, there is a lack of consensus about the role DHS should play.
The government is pursuing the grandiose plan approach with the
NIPP and the National Response Plan, while the private sector
wants more of an assist or tactical role from the government that
our report lays out in detail. And triggers that clarify when the
Federal Government should be involved are unclear.

Second, our Nation is working in a legal framework that doesn’t
specifically address the government’s roles and responsibilities in
the event of an Internet disruption. In addition, the Hurricane
Katrina recovery effort showed that the Stafford Act can create a
roadblock when for-profit companies that own and operate critical
infrastructures need Federal assistance during national emer-
gencies.

Third, the private sector is reluctant to share information with
DHS because it does not always see value in sharing, does not nec-
essarily trust the government, and views DHS as an organization
lacking effective leadership.

To address these inadequacies, our statement includes nine spe-
cific recommendations for DHS, including determining who should
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be in charge given the convergence of voice and data communica-
tions, developing a plan that is consistent with what the private
sector infrastructure owners need during a time of crisis, and incor-
porating lessons learned from incidences and exercises.

In addition, the Congress should consider clarifying the legal
framework that guides roles and responsibilities for Internet recov-
ery.

In summary, Dr. Coburn, exercises to date and a recently issued
report by the Business Roundtable found that both the government
and private sector are poorly prepared to effectively respond to
cyber events. Although DHS has various initiatives underway,
these need to be better coordinated and driven to closure. Until
that happens, the credibility of the Department will not be where
it needs to be to build effective public-private relationships needed
to effectively respond to major Internet disruptions.

This concludes our statement. Thank you, Mr. Chairman, and we
are prepared to answer any questions the Subcommittee may have.

Chairman COBURN. Thank you very much.

Mr. Foresman, your response to Mr. Rhodes’ report?

Mr. FORESMAN. Mr. Chairman, let me offer two responses. One,
as we have gone through that report, we clearly agree that the
road ahead, whether we are talking about GAO or the private sec-
tor, we agree on the road ahead.

I would, however, not agree with him in terms of the perception
that he might leave in the relationship with the private sector. My
fourth day on the job back in January, one of the first groups I met
with in this particular case was the Business Roundtable and one
of the key issues we talked about were cyber security, the concern
about reconstitution and recovery of the Internet, and I think that
as you said in your statement, Mr. Chairman, this is not easy and
there are a lot of folks who have said, well, it is not where it should
be, and I would agree. But we need to have definitive milestones.
We need to have definitive deliverables.

But I will tell you, sir, just as your comment to us that we need
to work closely with the private sector, getting agreement across
the various elements in the private sector, whether it is the infor-
mation technology sector or the telecommunications sector, this is
not easy. We are not in a position to force them. We are coalescing
the road ahead.

So I would agree that we share the vision. I think his assessment
in terms of progress is much bleaker than what is the actual
progress to date.

Chairman CoBURN. Why would the private sector be reluctant to
give DHS information on this?

Mr. FORESMAN. Mr. Chairman, I think there are three things.
There are those elements of the private sector that are reluctant
to give us information and there are those elements of the private
sector that are not reluctant to give us information. A conversation
with a handful of people does not, I think, effectively reflect the
private sector as a whole because the private sector is rapidly big.

But as you know, there are a couple of issues here. One, there
is the concern of our private sector partners out there, the propri-
etary nature of the information that they have in a business com-
petitive environment. They want further and stronger assurances
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that proprietary information is not going to be shared with com-
petitors.

The second issue, and frankly is a legitimate issue, is govern-
ment and the private sector have typically operated in a regulator-
regulatee relationship over the past 20 or 25 years. When we talk
about the IT community, it is not, if you will, regulated by govern-
ment, and clearly there are the institutional

Chairman COBURN. Thank goodness.

Mr. FORESMAN. Yes, sir, and clearly, the institutional barriers to
getting beyond a 25- or a 50-year culture to get into a collaborative
partnership is not a culture that you change overnight. And so I
think it is part policy, it is part culture, but we are seeing more
and more every day as we collaborate with the private sector. As
our US-CERT, for instance, gets specific information provided to us
through a variety of sources, such as the NSA, we rapidly get that
information out to the private sector and they rapidly come back
to us with information. So it sometimes comes down to who did you
talk to last and what is it that they said to you?

Chairman COBURN. Well, the group that I talked to last were the
ISPs and the telecommunications companies, and I would tell you
in that meeting, uniformly, there was no trust of DHS with any of
their proprietary data, and that was in a classified briefing I had
3 months ago. How do you establish the leadership role and the
trust that allows the private sector to do what they know how to
do that you don’t know how to do?

Mr. FORESMAN. Well, Mr. Chairman, this comes down to the con-
tinued interaction. As Ms. Evans identified and as other folks have
identified, we have got a number of working groups where we have
got government and the private sector sitting side by side, devel-
oping sector-specific plans, for instance, under the National Infra-
structure Protection Plan, and trust is not a function of me coming
into the room and sitting with our private sector partners and say-
ing, trust me. We have to prove it.

This is the benefit of these joint planning activities. As much as
we would like them to be done in immediacy overnight, they are
not. But just as it is taking time to develop those plans, one of the
important byproducts is that we are raising trust every day when
we put these people in the room together.

Chairman COBURN. I will be submitting some questions to you
separate from that. I would hope that we could get a timely re-
sponse.

Mr. FORESMAN. Mr. Chairman, I will ensure that you get a time-
ly response and I will acknowledge that we were remiss in not hit-
ting the deadline on getting our testimony to you. I accept full re-
sponsibility and I will give you my personal assurance that we will
correct those issues in the future.

But I also want to underscore, by no means were we trying to
not get information to you. This is a critically important area. This
Subcommittee is one of the few committees across the Congress
that has shown a continuing interest in this area. It is not an eas-
ily understood area, and frankly, this level and more of this type
of dialogue is going to be absolutely critical to our success.

Chairman COBURN. Mr. Schaeffer, at NSA, tell me about your re-
lationship with the private sector and trust and relationship and
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information sharing and how have you developed that and how do
you utilize that. Have you emphasized recovery more than physical
asset protection?

Mr. SCHAEFFER. Well, sir, I think our relationship with industry
or the private sector is on a number of levels. Clearly, there are,
as I mentioned in my testimony and others did, as well, the de-
pendence upon the private sector to deliver the technology, the ca-
pabilities that we need within the national security community,
and quite frankly, across the entire Nation, is dependent upon the
reliability, the security of that technology. So we have a very deep
relationship with the private sector in establishing on a one-on-one
basis the availability of vulnerability information of the products
that they provide, assisting them in increasing the overall security
or assurance of those products, and then we also work with the in-
frastructure providers themselves to understand the vulnerabilities
within those environments and help them address the situation,
the improvements that can be made in that environment.

Most of our relationships that are strong come from a one-on-one
basis with the agency. We participate. We collaborate with industry
associations and do that in a very open and, I think, positive way.
But I think as Mr. Foresman outlined, it is a situation that takes
a tremendous amount of work with individual companies, then
with industry or association groups, and then in larger forums to
build the trust and confidence that information that is exchanged
with the government, and in this case NSA, receives the appro-
priate level of protection. It is something that we work on every
day. It takes that sort of attention and commitment.

And we have seen actually tremendous progress over the last
several years as the community at large, the public-private commu-
nity, has come to better understand the risks associated with oper-
ating in this highly networked environment and the need for close
collaboration amongst public-private enterprises to better under-
stand the vulnerabilities and ways of mitigating them.

I think we are an example of where it has worked because we
have developed the trust and confidence over a long period of time
with companies, trade groups, industry associations, and so forth,
and I see promise in what DHS is leading, in what DHS is partici-
pating in, and quite frankly, what I see the entire IT industry par-
ticipating in. We are just at the bottom of a very steep hill.

Chairman COBURN. Has NSA’s main focus been on functionality?

Mr. SCHAEFFER. No, sir. NSA’s main focus has been on the assur-
ance of the functionality that is provided in the devices, so

Chairman COBURN. That is what I mean. But the goal is func-
tion. The ultimate goal for security is to maintain function, or to
recover function.

Mr. SCHAEFFER. Yes, sir. That is correct.

Chairman COBURN. All right. Mr. Rhodes, you mentioned the
working groups aren’t communicating. We don’t have cross-ref-
erence. You also mentioned a role that is more grandiose rather
than recovery. Talk for a minute, if you would, about the working
groups that have been established and what you see that needs to
be changed there so that we accomplish this goal of protecting and
recovering functionality.
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Mr. RHODES. The big struggle with the working groups seems to
be that there are a lack of roles and responsibilities and clear lines
of authority. There seems to be a not clear definition of how the
working groups relate to one another:

Chairman COBURN. In other words, they could come up with a
really appropriate plan, but have no authority to get that plan im-
plemented?

Mr. RHODES. And no milestones. Your original point about budg-
et against effect, a recommendation with money, a recommendation
with schedule, not just—they can come up with that, but then what
is their schedule? What is their time line? What is their relation-
ship? That is the main struggle we see.

Also, working groups without authority. What purpose do they
serve? If they don’t—if no one has the hammer, if no one has the
authority to get anyone to do anything, then it is just another
group that meets to meet instead of meeting to get something done.
As you say, they could have very fine recommendations, but where
do they go from there?

Chairman COBURN. OK. One last question for you, the comment
on the Stafford Act. I don’t believe we have gotten anything, and
I may be wrong, from the Administration on modifying the Stafford
Act so that we can help the telecommunications industry and the
Internet industry to recover by assisting them with either protec-
tion or transportation or security as they bring these systems back
up. Would you agree that is something that we ought to hear from
the Administration? And we may have, I am just not aware of it.

Mr. RHODES. We haven’t seen anything, either, but when you
look at the tactical needs, the tactical view that private industry
takes, they are talking about just those things—fuel, access, trans-
portation. They are not talking about, tell me how to bring the
Internet back up. They are saying, let me get into the disaster area
with my business credential or some emergency credential issued
by the U.S. Government so I can go to the location to do the job
that the government can’t.

Chairman COBURN. And modify the law so that the government
assets——

Mr. RHODES. And modify the law——

Chairman COBURN [continuing]. And assist that effort.

Mr. RHODES. Absolutely. I mean, what we hear from private—
and it is not just relative to the Internet, it is whether we are talk-
ing to the chemical industry or we are talking to gas and oil or we
are talking about the power grid or folks like that, they are all say-
ing, let me do my job. I am not the enemy because I am for profit.

Chairman COBURN. Yes.

Mr. RHODES. I am the infrastructure. Let me go into the area I
am supposed to in order to fix it.

Chairman COBURN. Right. Which we saw lots of problems with
during Hurricane Katrina.

er. RHODES. Absolutely, and saw it during September 11, 2001,
also.

Chairman COBURN. All right. Ms. Evans, not long ago, the Fed-
eral Government’s critical infrastructure protection coordination ef-
forts were run out of the White House and some in private sector
viewed this, and I think probably still do, as a higher Administra-




16

tion priority than it is now. Should these initiatives remain within
DHS or should we consider the prior model?

Ms. Evans. The model that we have right now is in place as a
follow-on from the Homeland Security Act as well as the Presi-
dent’s HSPD-7, which clearly outlines that the Secretary of Home-
land Security has the responsibilities for these activities. This does
not mean that the Administration does not view this as a priority,
because oversight activities still occur out of the White House and
the Executive Office of the President, with the Office of Manage-
ment and Budget, myself, as well as the Homeland Security Coun-
cil. So the Administration is very much committed to this and con-
tinues to have cyber security reconstitution, continuity of oper-
ations, as a priority.

I do think that the model that we have in place right now is an
effective model and can work, because the actual work and execu-
tion happens in the agencies. The President holds the Secretary ac-
countable for these actions. The President holds him accountable
for getting these plans in place with clear milestones. This clearly
has been talked about, and to achieve the results.

We, in the White House, do not do the actual execution. The
work is done out in the agencies. And so it doesn’t diminish that
the Administration doesn’t view this as a priority by having a per-
son clearly responsible for the execution of these activities at a de-
partment level.

Chairman COBURN. Any of you can respond to this if you want.
It just seems to me that 75 percent of this is private sector. Why
wouldn’t the Administration’s view say, OK, you are the guys that
know all this. You are the guys who are responsible for it. Your
bottom line depends on it staying up and working. Why don’t you
go tell us what you think we ought to do rather than us tell you
what we think you ought to do? Why shouldn’t the debate be, pri-
vate industry, come tell us what to do. Why shouldn’t the organiza-
tional framework be, let us listen to them and then let us create
the framework based on what they suggest we ought to do rather
than top-down? Why not private industry up?

Mr. FORESMAN. Mr. Chairman, if I might, that is exactly what
we are doing, and that is why we have the National Infrastructure
Protection Plan. That is why we have the development through the
sector coordinating councils. The role of the Federal Government is
not to tell the private sector what to do. It is to create the environ-
ment to provide for a national approach, and what I mean by that
is the Federal Government is uniquely positioned to bring together
the elements of local government, State government, tribal and ter-
ritorial, the private sector partners, because this is a homeland se-
curity issue. It is a national security issue.

So our job is to get all of the players around the table and to go
through and get the best and the brightest in the room to say,
what is it that we, as a Nation, need to be doing, because this is
not a Federal issue. It is clearly a national issue.

Chairman COBURN. Do you think that is happening right now?

Mr. FORESMAN. Senator, I don’t think it is happening to the de-
gree that it should, and I think, as all of the folks have pointed out,
this continues to be a growth effort, a growing effort on the part
of this Nation in the post-September 11 era. When I was vice



17

chairing the Gilmore Commission prior to September 11, we raised
the whole issue of critical infrastructure protection and the fact
that a significant amount of work needed to be done. I don’t think
we have reached the optimal level of private sector direction and
input into it, but at the end of the day, I don’t think we were going
to start—we are not going to start at the perfect position. This is
very much a learning process for everyone, Federal, State, local,
public sector, and private sector.

Chairman COBURN. Well, the private sector is being attacked all
the time now and they are responding, both in terms of physical
assets and software and encryption and everything else. They are
doing the things because they are seeing the attacks anyway. It
just seems to me we have got it backwards. We ought to have the
private sector come together and say, here is how we think you
ought to mobilize State and local governments. Here is how we
think you ought to set up the structure to best maintain this. Here
is how we think you assure protection.

What would happen to this economy if you had a 4-week disrup-
tion, interruption of the Internet? We would be on our back, and
everybody knows that, and yet the urgency to make sure that can’t
happen, or if it did happen to recover quickly, I don’t see anywhere
except in the private sector.

Mr. FORESMAN. Mr. Chairman, I would respectfully disagree in
this context. We are aware of a variety of things we obviously can-
not get into in an open hearing——

Chairman COBURN. I understand that.

Mr. FORESMAN [continuing]. But we are aware of a significant
number of things that have occurred in recent time that the private
sector was not aware of had government not made them aware of
it. So we are doing our part to give them the information. They,
in turn, are assessing the situation, bringing recommended solution
sets back to us, implementing solution sets in the broadest of
terms, and so our role wasn’t to go to them and say, here is the
problem. Here is what we want you to do to fix it. We made them
aware of the problem. We know that they are the owners and the
providers of a lot of the critical IT backbone. They assessed it. They
took steps. And this happens hundreds, if not thousands, of times
every month. I would very much underscore that US-CERT, as just
one example, there is daily ongoing dialogue between Federal agen-
cies and the private sector, not in the context of here is what you
have to do, but here is the problem and please come back to us.

Now, I will tell you that there are going to be times that the pri-
vate sector is going to assess the risk differently than we do in gov-
ernment and then they are forced to make a business decision
about whether they are going to invest the time and effort into it
to address it. So this is all part of the trust process that we can
get to an equal common ground.

Chairman COBURN. Fair enough. One last question for Ms.
Evans, and I will have questions for each of you. I also would like
for you to have staff stick around here to hear our other panelists
because routinely I see Administration witnesses leave before those
that have a different position and constructive criticism can be
heard.
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Ms. Evans, do you have enough staff to handle the cyber security
of critical infrastructure and Federal information security manage-
ment?

Ms. Evans. My answer would be yes, sir, that I do. We have sub-
ject matter experts for each of the areas that I am responsible for
and the way that we manage within OMB is that we have port-
folios of agencies and we work very closely with all parts of OMB
so that we are managing the issues across the board as they affect
each of the agencies. So it isn’t just my staff, but it is the entire
resources that are available within OMB because we take a port-
folio approach to this.

There is one thing that I would like to follow up on, Mr.
Foresman’s comment, and this is what the government is doing as
a whole, at least from a Federal perspective. We do view it as we
are buying services, because we don’t own the infrastructure. There
are activities that we have done and that we are continuing to do.
In my written testimony, I have included the information security
line of business.

But as you know, we spend $65 billion on information tech-
nology, so in the course of that spending, we make it very clear
what the services are that we need, what the risk is associated
with the services and the information we need to protect, and as
Mr. Foresman said, then it is up to industry to offer us the solu-
tions back, and the way that we structure those procurements is
not to tell them, we want you to do X, Y, and Z, but to really frame,
this is the service, this is the recovery level, this is the level of risk
that we are willing to accept. Here is the type of protection that
we think we need to have. And then we do look to private industry
to give us the solutions that can best service those needs, because
as you have said, sir, it is about the functionality and the mission
critical nature of the services that we provide that we need to have
that reliability.

Chairman COBURN. I would like you to repeat that number so ev-
erybody can hear what you spend annually on IT.

Ms. EvaNs. Sixty-five billion dollars.

Chairman COBURN. This Subcommittee will have a hearing on
whether or not that is spent properly or not. I can tell you, from
the Defense Travel System, you certainly haven’t spent the money
properly. So we will be looking at that.

Ms. Evans. Well, we are looking forward to it, yes, sir. [Laugh-
ter.]

Chairman COBURN. Sixty-five billion dollars is a lot of IT.

Thank you. You will each receive questions. Thank you for the
report from GAO. I thank each of you for your service to our coun-
try and I would dismiss this panel and ask our next panel to come
forward.

I am going to start introducing our witnesses while they are
being seated. Thomas Noonan is Chairman, President, and Chief
Executive Officer for Internet Security Systems (ISS). He is respon-
sible for the overall strategic direction, growth, and management of
the company. Under his leadership, ISS revenues soared from
start-up in 1994 to nearly $330 million in its first decade. The com-
pany has grown to more than 1,200 employees with operations in
26 countries. In 2002, President Bush appointed Mr. Noonan to
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serve on the National Infrastructure Advisory Council, a homeland
defense initiative that protects information systems that are crit-
ical to the Nation’s infrastructure. He currently chairs the NIAC
Evaluation Enhancement of Information Sharing and Analysis
Working Group.

Robin Bienfait, Senior Vice President, Global Network Oper-
ations, AT&T, welcome. She is the first woman in company history
to be responsible for AT&T’s global network, including local, data,
and voice network worldwide. I pay them a lot of money every
month. In addition, she leads teams that manage network security
and global network disaster recovery. And additionally, she pre-
viously led AT&T’s international and domestic core network oper-
ations and technical support division and has held a variety of
other technical and leadership positions of increasing responsibility
since joining AT&T in 1985. She is a graduate of the Georgia Insti-
tute of Technology with a Master’s degree in management of tech-
nology. She also holds a Bachelor’s degree in engineering from Cen-
tral Missouri State University and an Associate in Business degree
from Maryland University, European Division.

Michael Aisenberg, Director of Government Relations for
VeriSign, serves as the company’s principal liaison with the Admin-
istration and Federal agencies, including the Departments of
Homeland Security, Defense, State, and Justice. He manages a
portfolio of policy issues, including global infrastructure security,
digital signatures, e-health, intellectual property and government
procurement on behalf of the world’s leading Internet trust and
identity provider. He is the Vice Chairman and Chair-Elect of the
Information Technology Sector Coordinating Council. In 2004, he
was elected Chairman of the ITAA’s Information Security Com-
mittee. He leads VeriSign’s participation in the President’s Na-
tional Security Telecommunications Advisory Committee. He holds
a B.A. from the University of Pennsylvania, a J.D. from the Uni-
versity of Maine Law School. He attended Georgetown University
Law Center in 1975 and 1976, and upon graduation served 5 years
as an attorney advisory and legislative counsel at the FCC.

Karl Brondell, Strategic Consultant State Farm Insurance Com-
panies, representing the Business Roundtable here today. He is a
CPCU, a strategic consultant in the Strategic Resources Depart-
ment of State Farm Insurance Company. He is the past Chairman
of the Board of Directors for the Insurance Placement Facilities of
Pennsylvania and Delaware. He is a member of the national CPCU
International Insurance Section Committee and an at-large Board
of Director for Villanova University’s Executive MBIA Alumni As-
sociation. He received a Bachelor’s degree from Benedictine Col-
lege, Acheson, Kansas. I, by the way, have visited there. He has
a Master’s degree from Villanova University in Villanova, Pennsyl-
vania. He earned the Charter Property and Casualty Underwriter
Designation and holds an Associate in Claims certificate and a cer-
tificate for general insurance.

Welcome to you all. We will start with you, Mr. Noonan.
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TESTIMONY OF THOMAS E. NOONAN,! PRESIDENT AND CHIEF
EXECUTIVE OFFICER, INTERNET SECURITY SYSTEMS

Mr. NOONAN. Mr. Chairman, thank you for the opportunity to
appear before you today. My name is Tom Noonan. I am President
and Chief Executive Officer of Internet Security Systems. We are
a leading provider of preemptive cyber security technologies for
laﬁge-scale enterprises, and I represent the technology industry
today.

We operate five cyber security centers around the world, two in
the United States, the rest in Asia through Tokyo, Australia, Brus-
sels, and a partner operation in Latin America. We protect our cus-
tomers by monitoring the Internet for cyber threats 24 hours a day,
365 days a year, providing preemptive protection for customers.
This is critical preemption before reconstitution, obviously. We uti-
lize that security intelligence, technology, and expertise to preempt
the strikes that would cripple critical networks and stay ahead of
the threats.

I want to stress three important messages about our Nation’s se-
curity landscape this morning, and this comes from my 13 years in
this industry as one of the founders of this company and a person
that has been working to advocate better security practices in both
the private and public sector.

First, threats to the critical infrastructure are real, and without
a doubt, they are growing. The question is not if but when. The ex-
plosive growth of new Internet technologies, from wireless to voice-
over Internet telephony, has engendered new threats that are far
outpacing the security responses of many private and governmental
users.

Second, the intelligence protocols and technologies necessary to
protect against emerging cyber threats are, by and large, robust
and widely available. In other words, we have the tools at our dis-
posal today to safeguard our critical infrastructure.

And finally, despite our knowledge of these threats and our over-
all ability to protect ourselves, we as a Nation are not doing nearly
enough to preempt the types of attacks that could debilitate our
critical network infrastructure. Leadership is desperately needed at
the Federal level, not to replicate existing private sector efforts but
rather to extend the impact of those efforts by encouraging the pri-
vate sector to collectively increase in cooperation with the govern-
ment.

This means five things for me this morning. First, appointing an
Assistant Secretary of Homeland Security for Cyber Security and
Telecommunications who will help secure the Federal Govern-
ment’s own networks as well as those of the broader economy.

Second, clearly delineating and hardening the roles and respon-
sibilities of many public-private entities working today to secure
cyberspace.

Three, ensuring that the Federal Government makes use of exist-
ing industry resources to gather and analyze data on cyber security
threats and methods.

Four, creating a national plan to restore connectivity on a
prioritized basis.

1The prepared statement of Mr. Noonan appears in the Appendix on page 132.
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And five, providing sustained Federal funding—that $65 billion
sounds like a lot, but sustained Federal funding and active Con-
gressional oversight to ensure that the Department of Homeland
Security is getting the job done for this country.

I think we know cyber threats are serious and they are growing
in sophistication. The rules of criminal hacking today are no longer
shaped by teenage malfeasants, but by confederated crime oper-
ations that are driven by the economics of opportunity, incentive,
and risk, just like traditional theft, burglary, and extortion.

I think it is this professionalization of cyber crime that is unset-
tling for many reasons, not the least of which are indications that
those who would seek to do harm to our Nation have been working
to improve their technological abilities. Particularly unsettling is
not just the threat to privacy information, which we read about in
the newspaper, or our e-commerce applications, but more impor-
tantly to the very control networks of the automated systems that
control and regulate our Nation’s industrial systems, like SCADA.
Control systems are now Internet-connected and they are suscep-
tible to major attacks. Under contract with customers, ISS has con-
ducted real world penetration tests with large power plants and
others to show that they are at risk.

Put simply, Mr. Chairman, the fact that our Nation’s critical in-
frastructure has yet to fall victim to a significant and coordinated
cyber attack does not mean that it can’t happen. Emerging tech-
nologies coupled with an exponential increase in the use of new ap-
plications on the Internet have opened many new avenues to attack
and keeping up with this large increase in vulnerabilities is a
daunting task. It is only complicated by the shrinking window that
we are seeing between the time a vulnerability is disclosed and the
time that it is exploited by criminal interests.

I think there is good news, Mr. Chairman. Our Nation already
has the technological capabilities to protect the critical infrastruc-
ture. Private industry is operating positively against many of the
requirements associated with technology, vulnerability, discussion,
etc. But what is missing is genuine leadership on the part of the
Federal Government. We, as a Nation, can protect our critical in-
frastructure, and in fact, we already are, but that requires also
Federal leadership.

I think your role here boils down to two things. The first one is
minding the store, and I know that Secretary Chertoff and the De-
partment of Homeland Security are working around the clock to
protect the Nation, but we need to be able to talk to the person
who is minding the store and that is the Assistant Secretary.

Second, it is difficult for the Federal Government to preach
strong cyber security practices across our economy when the Fed-
eral networks themselves are so woefully unprotected. While steps
have been taken in recent years to improve agency security prac-
tices through FISMA, most Federal agencies are still getting failing
marks when it comes to securing their networks.

When it comes to strengthening Federal leadership, I just want
to reiterate these five points in closing. Appointment of the Assist-
ant Secretary for Cyber Security and Telecommunications. The job
has been open for over a year.
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Two, a clear delineation and hardening of the roles and respon-
sibilities of these countless public-private entities.

Three, ensuring that the Federal Government makes full use of
existing industry resources. We are absolutely willing and able to
participate as a private sector.

Four, we need to develop the national plan to restore connectivity
on a prioritized basis.

And five, sustained Federal funding.

So there is no silver bullet here, Mr. Chairman. Securing our Na-
tion’s infrastructure from cyber attack requires a heightened de-
gree of public-private coordination and I think it is a challenge but
it is one we are up to. We are pleased at ISS to be partnering with
you and I thank you for the opportunity to participate this morn-
ing.

Chairman COBURN. Thank you. Ms. Bienfait.

TESTIMONY OF ROBERTA A. BIENFAIT,! SENIOR VICE
PRESIDENT, GLOBAL NETWORK OPERATIONS, AT&T

Ms. BIENFAIT. Good morning, Mr. Chairman.

Chairman COBURN. Good morning.

Ms. BIENFAIT. My name is Robin Bienfait and I am Senior Vice
President of AT&T’s Global Network Operations. I want to thank
you for allowing me to share with you what we have done and
what we are generally doing to ensure the reliability and
restorability of AT&T network services. We are committed to a
strong public-private partnership and we hope our experience is
helpful.

We believe there are keys to network security and disaster recov-
ery and I will focus on the following areas: The strength of the pub-
lic-private partnership; the lessons learned, especially from Hurri-
cane Katrina and the 2003 Midwest and Northeast power outages;
and a series of policy recommendations.

Our country relies on cyber and physical infrastructure that is
provided by a very close partnership among all the providers and
users of this infrastructure. Each partner, both in the public and
private sector, has a responsibility to keep their part of the infra-
structure working. They also each have a responsibility to be able
to recover or restore their piece of the infrastructure.

At AT&T, our goal is to have a network where failures are pre-
vented or identified and corrected before they affect our customers.
Since 1991, we have invested more than $300 million in our mobile
network disaster recovery infrastructure and capabilities. We have
also invested $200 million in a system that proactively monitors
and manages the networks of some of our largest customers.

We have more than 500 fully loaded emergency communication
vehicles that we can quickly deploy to respond to any disaster any-
where in the United States. We have the basic building blocks of
our network infrastructure installed in 150 technology trailers and
it is ready to roll at a moment’s notice.

I would like to draw on the examples of Hurricane Katrina and
the 2003 blackouts to illustrate our approach to response and res-

1The prepared statement of Ms. Bienfait appears in the Appendix on page 139.



23

toration efforts and to show you how our incident command struc-
ture makes every minute count.

For Hurricane Katrina, we followed our prescribed command and
control approach to a tee. AT&T began moving equipment and
teams from around the country toward the Gulf States in the days
before the storm made landfall. The first team restored AT&T serv-
ice to its prior levels, a second team maintained and monitored
AT&T’s facilities so as to prevent new issues from arising, and a
third team came in to help others.

AT&T worked around the clock to respond to this crisis and safe-
guard its network and support the efforts to respond to the dis-
aster. AT&T was also able to direct its effort to benefit its cus-
tomers, other telecommunication competitors and their customers,
first responders, and evacuees, as needed. AT&T also helped to pro-
vide relief to those directly affected by the hurricane and flooding
and assistance to charitable relief efforts.

Thanks to these efforts and the intense dedication of the employ-
ees involved, AT&T’s network remained essentially intact. We were
able to carry at least 95 percent of all calls in the Gulf Coast area
that came to our network. Of the five percent of our capacity in the
area that was initially lost, we restored half of that capacity within
a couple of hours.

Related to the blackouts, as you know, in 2003, large portions of
the Midwest, Northeast, and Ontario, Canada, experienced an elec-
trical power blackout affecting 50 million people. Power was not re-
stored for 4 days in some parts of the United States. Because of
the reliability and redundancy that we designed and built into our
network infrastructure, Internet traffic, data services, and voice
calls flowed across our network without interruption.

These and other experiences have reinforced lessons that we
must incorporate in future planning and are the basis of our fol-
lowing policy recommendations. More detailed recommendations
are available in my written testimony.

Establish and practice disaster recovery processes in anticipation
of emergencies. Communication resources can be brought where
needed very quickly, but it is essential that those clear lines of
command and control at all times are there to direct those re-
sources effectively and to the area of greatest need. A single agency
must be identified, funded, empowered to act as a national cyber
incident commander for any required cyber infrastructure recovery
and reconstitution efforts.

Coordinate restoration and recovery efforts. Everyone available
should be participating and there needs to be coordination so the
efforts are not duplicated or in conflict with one another. Logistical
information, such as what roads are closed and what medical pre-
cautions are needed, must be readily available. Moreover, a rec-
ommendation we made after September 11 still has not been wide-
ly implemented. Companies such as AT&T that are crucial to the
response to disasters should have special credentials designed for
employees and accredited in advance in order to assess disaster
areas.

Minimize the amount of regulation and data reporting require-
ments during a disaster and maximize the amount of coordination
and cooperation between public and private sector.
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Interoperability and spectrum availability. A crisis on the scale
we saw in the Gulf Coast and smaller challenges, as well, demand
a well-coordinated information and communications delivery sys-
tem. We must resolve the spectrums needed and highlighted by the
9/11 Commission.

Consider subsidizing some of the emergency preparation by infra-
structure companies. The government is likely to call on such capa-
bilities in use or would otherwise need to duplicate resources inef-
fectively.

We can never anticipate every contingency in an emergency, nor
can we assure a foolproof communications network all the time
under all circumstances. Nonetheless, at AT&T, we have done
much to ensure reliability and restorability of communication net-
works, and together as an industry and as a Nation, we can do
more. I thank you for holding this hearing to advance this impor-
tant discussion.

Chairman COBURN. Thank you, Ms. Bienfait. Mr. Aisenberg

TESTIMONY OF MICHAEL A. AISENBERG,! DIRECTOR OF GOV-
ERNMENT RELATIONS, VERISIGN, INC., AND VICE CHAIR, IT
SECTOR COORDINATING COUNCIL

Mr. AISENBERG. Thank you, Mr. Chairman. Thank you for the
opportunity to appear before the Subcommittee today.

VeriSign’s 4,600 employees operate intelligent infrastructures
that enable and protect billions of interactions every day across the
world’s voice and data networks. I, too, have three key points I
would like to make today.

First, those who make policy in the United States must under-
stand the economic value and critical interdependencies we have
developed on our information networks.

Second, we must understand and accommodate to the global na-
ture of both our information networks and the attacks that are
being continually mounted against them.

Third, largely owned and operated by the private sector, our net-
work security and ability to withstand and recover from the con-
tinuing attacks against them depends on effective partnership be-
tween government and we, the industry stewards.

Americans must keep a clear focus on the critical economic and
national security role which our information networks have come
to fulfill. In less than two decades, the industrial nations have
evolved an irreversible dependency and interdependency by our
banking, finance, transportation, health care, education, power,
manufacturing, and government service sectors on the networks
managed by the companies, mostly American, which make up the
ICT sector.

Each day, $3 trillion pass over secure Federal financial networks.
If these electronic transactions do not have Internet sites, such as
NYSE.net, BankofAmerica.com, and Treasury.gov, available, se-
cure, and running, the U.S. economy begins to grind to a halt at
the rate of $130 billion per hour.

As you have noted, Mr. Chairman, cyber security is indeed a re-
sponsibility which we all share and in which we all have a stake.

1The prepared statement of Mr. Aisenberg appears in the Appendix on page 161.
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We must recognize that information networks are global, increas-
ingly managed by interests beyond U.S. control, but at the same
time subjected to threats and attacked by actors from around the
world. The role of an effective government cyber security function
and government-industry partnership is central to the BRT report’s
critical conclusion. America needs a much improved cyber security
activity, not just in DHS, but across government and industry in-
terests.

But while its conclusions are consistent with others from indus-
try, the BRT report’s suggestions about the extent and effectiveness
of industry engagement with DHS are, I believe, out of touch with
important progress being made in public-private collaboration in
the last 18 months. There have been many, and there are increas-
ingly significant collaborative engagements between the cyber in-
dustry and DHS, some of which were outlined by Secretary
Foresman.

In 2005, commented engagement with industry began to be regu-
larly sought by new DHS leadership. Involvement in DHS policy
processes from their beginning rather than at the end began to be
practiced. Examples include the national cyber security exercise
Cyber Storm, concluded in February of this year, DHS’s Internet
Disruption Working Group, the IDWG, the government Security
Operations Community, GFirst, the just-released NIPP process,
and the ongoing sector-specific plans just under development.

Mr. Chairman, my sector colleagues and I have found these ac-
tivities valuable and a marked departure from what we experi-
enced prior to 2005. This steady improvement and expansion of in-
dustry involvement with DHS cyber and network security activities
must continue.

But while these milestones and improvement in the relationship
between cyber sector industry interests and the NCSD and NCC
staff are important and significant, they are not a solution, but a
beginning.

Mr. Chairman, we are at least twice as good in our cooperation
as we have been, but we are not half as good as we need to be.
Indeed, many of us believe that notwithstanding these improved
public and private engagements, the operational posture is still
fraught with risk. If a September 11-type attack were to take down
the NYSE today, I doubt the Exchange could restore its network-
dependent functions in the same 4 days it did in 2001, and indeed,
perhaps not in 4 weeks, and the principal reason for this is DHS,
or rather the bureaucratic impediments, many of which have al-
ready been discussed this morning, to the kind of action that the
private sector was able to engage in in 2001 and was thwarted at
during Hurricane Katrina.

We need to act without delay to ensure that our networks and
critical dependent sectors are resilient enough to withstand the
daily attacks being mounted against them. And as the GAO is re-
porting today, they must be supported by the appropriate tools
from government as well as industry to assure the ability to re-
cover with minimum collateral impact on our economy and secu-
rity.

To conclude, Mr. Chairman, going forward, several steps are nec-
essary. First, DHS’s modest cyber security budget must be insu-
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lated from the continuing reprogramming and budgetary cuts now
underway.

Second, a cyber security leader with credibility in industry must
be identified and appointed as DHS’s permanent Assistant Sec-
retary for Cyber Security and Telecommunications without further
delay.

Third, critical R&D projects to improve key network security pro-
tocols must be funded and launched or relaunched.

Mr. Chairman, if we do these things, we will not guarantee that
our adversaries will stop attacking our critical cyber assets, but we
will improve the likelihood that we will continue to successfully
withstand those attacks and retain the availability of these infra-
structures on which we are now so dependent. Thank you, Mr.
Chairman.

Chairman COBURN. Thank you, Mr. Aisenberg. Mr. Brondell.

TESTIMONY OF KARL BRONDELL,! STATE FARM INSURANCE
COMPANIES, ON BEHALF OF THE BUSINESS ROUNDTABLE

Mr. BRONDELL. Thank you, Mr. Chairman. I am honored for this
opportunity to testify today on Internet recovery on behalf of the
Business Roundtable.

Following the attacks of September 11, Roundtable CEOs formed
the Security Task Force to address ways the private sector can im-
prove the security of its employees, facilities, communities, and our
Nation. The Roundtable believes that the business community
must be a partner with government in disaster preparedness and
response. The Roundtable commends the Subcommittee and its
members for their continued interest in improving procedures and
preparedness to ensure recovery of the Internet following a major
disruption. Hardening the Internet and strengthening cyber secu-
rity is one of the priorities of our Security Task Force.

More than a year ago, the Roundtable began work on an initia-
tive to assess the public and private sector plans and procedures
for Internet recovery following a cyber catastrophe. We have just
produced and delivered a report, “Essential Steps to Strengthen
America’s Cyber Terrorism Preparedness,” which finds that the
United States is ill-prepared for a cyber catastrophe, with signifi-
cant ambiguities in public and private sector responses that would
be needed to restore and recover the Internet following a disaster.

As the Subcommittee knows, the Internet and the cyber infra-
structure serve as a critical backbone for the Nation’s economy and
its uninterrupted use is a crucial issue for our national and home-
land security. But our analysis has exposed significant weaknesses
that could paralyze the economy following a massive disruption.

Despite progress having been made over the past decades on
technical and IT issues, there are other issues that have not re-
ceived the same attention. The Roundtable’s report identifies three
significant gaps in our Nation’s response plans to restore the Inter-
net.

First, we found the United States lacks an early warning system
to identify potential Internet attacks or determine if the disrup-
tions are spreading rapidly across critical systems.

1The prepared statement of Mr. Brondell appears in the Appendix on page 167.
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Second, public and private organizations that would oversee res-
toration and recovery of the Internet have unclear or overlapping
responsibilities, resulting in too many institutions with too little
interaction and coordination.

Finally, existing organizations and institutions charged with the
Internet recovery have insufficient resources and support.

Collectively, these gaps mean that the United States is not suffi-
ciently prepared for a major attack. If our Nation is hit by a cyber
catastrophe that wipes out large parts of the Internet, there is no
coordinated public-private plan in place to restart and restore it.

Let me make another point. Although there is no agreement
among experts about the likelihood of a widescale cyber disaster,
they do agree that the risks and the potential outcomes are serious
enough to mandate careful planning and preparation.

In my remaining time, let me talk briefly about our recommenda-
tions for government and business to consider. We believe it is im-
portant to understand that response and recovery to a cyber dis-
aster will be different from natural disasters when the Federal
Government has the leading role. Industry must undertake prin-
cipal responsibility following an incident for reconstituting the com-
munications infrastructure and the Internet. We believe that busi-
ness and government must take action, individually and collec-
tively, to address these issues.

Let us start with the government. The Roundtable calls on the
Federal Government to establish clear roles and responsibilities, to
fund long-term programs, and ensure that national response plans
treat major Internet disruptions as serious national problems.

Regarding the private sector, our report urges companies to des-
ignate a point person for cyber recovery, update their strategic
plans, and set priorities to prepare for a widespread Internet out-
age and its impact on the movement of goods and services.

When it comes to protecting our Nation, neither the government
nor business can do it alone. We feel the best security solutions will
come from a public-private partnership that identifies and acts on
ways to improve collaboration. Let me discuss a few of the collabo-
ration recommendations.

First, since the first 24 hours often determine the overall success
of recovery efforts, we must focus more attention on coordinating
initial efforts to identify when an Internet attack or disruption is
occurring.

Second, we recommend the creation of a federally-funded panel
of experts from business, government, and academia who would as-
sist in developing plans for restoring Internet services in the event
of a massive disruption.

Finally, we believe the Department of Homeland Security, to-
gether with business, should conduct large-scale cyber emergency
exercises with lessons learned integrated into programs and proce-
dures.

Without change, our Nation will continue to use ad hoc and in-
complete tools for managing our critical risk to the Internet and to
our Nation’s economy and its security.

Up to this point, I have outlined for the Subcommittee the basis
for our observations and some of the recommendations to consider.
Now I would like to spend a moment telling you about the
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quur&dtable’s plans to find solutions to the gaps that we have iden-
tified.

First, let me say that we are confident that our member compa-
nies are able to manage most disruptions that affect Internet oper-
ations. For this reason, the Roundtable will focus its efforts on
those large-scale events that no single company is positioned to
manage absent widespread cross-industry and government collabo-
ration.

As an extension of our previous work, the Roundtable will exam-
ine the processes, protocols, and practices across the private sector
before, during, and after a disruptive event. We will assess which
institutions respond, how early warnings are established, and how
companies access information and service critical disruptions and
emergency situations. We believe this will provide a foundation for
meaningful improvements in our Nation’s ability to protect and
restore the Internet as well as clarify specific, meaningful, and ac-
tionable decisions that will lead to well-coordinated public and pri-
vate response and reconstitution processes.

In conclusion, let me again thank the Chairman for the oppor-
tunity to present the Business Roundtable’s report on cyber pre-
paredness and to discuss our recommendations for improvements.
Roundtable CEOs believe strongly that we need a national re-
sponse to this challenge, not separate business and government re-
sponses, and that means better collaboration. I assure you, Amer-
ica’s CEOs and our companies are committed to do their part.
Thank you.

Chairman COBURN. Thank you.

One of the things I take from you all is leadership is important,
and the fact that we don’t have the position filled is significant.
You know, that is a real problem in our Nation today and I don’t
know what the cause of it is. Some people say, well, the salaries
aren’t high enough. But for us to secure our future, we are going
to have to make individual sacrifice and that means somebody out
of private industry needs to come up and fulfill this role. When
they are trying to recruit and nobody wants to do it because they
are not willing to sacrifice a little bit of earnings for 3 or 4 years
and make a commitment to make a difference to our country, we
are losing the very essence of what it means to be Americans.

So it is pretty hard to hire somebody into a Federal Government
agency into a position that is going to mean their salary is going
to be cut in half if there is no patriotic thought that you can make
a contribution to our country. Each of you have raised that. Do any
one of you all want to volunteer for that position? [Laughter.]

Mr. NOONAN. I know someone that does, sir.

Chairman COBURN. Well, the man that probably is involved in
that decision is sitting behind you. I hope you will communicate
that with Secretary Foresman.

Mr. NOONAN. I certainly will.

Chairman COBURN. I appreciate him being here.

Just quickly, I am going to have several questions and I can’t get
them all through to you, so I am going to submit them in writing.

What do you think about the GAQO’s report? Mr. Brondell has just
made a recommendation, we have got all these working groups.
Here is what you all think we ought to do. We have got working
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groups, yet we basically have nobody in charge. What would hap-
pen tomorrow if a major event happened? We don’t have the coordi-
nation across government to the private sector to establish that. So
how do we respond? How do we take your recommendation, Mr.
Brondell, versus the problem? We have got working groups. We
have got people that are involved in it. How do we get it off dead
center and make something happen?

Mr. BRONDELL. First of all, we do applaud that the efforts are
moving in the right direction. As you heard earlier this morning,
it is a long road that we are going to have to pull, but as we look
at a collaborative approach, we do agree and have suggested that
we do need some focal point within the government that private
sector can rely upon. We support the addition of the position. We
hope that it gets filled quickly and goes through the administrative
process to be in place.

But to your question of what we would do today if it happened,
industry would continue to respond as it has in the past and over-
come the hurdles based on the experience from past smaller inci-
dents. But the lacking of collaboration, it could damage the overall
economy with a long delay.

Chairman COBURN. Mr. Aisenberg.

Mr. AISENBERG. Senator, we see a steady stream of insults
against the network on a daily basis. VeriSign routinely repels
1,000 or more attacks against the naming infrastructure, the DNS,
every day. Major events happen with greater frequency than makes
us happy, but we are successful in repelling those now, by and
large. But every day, the sophistication in those attacks grows. The
sources of them becomes more diverse and the risks inherent,
therefore, becomes more severe.

So you are absolutely right. We need a more coordinated ap-
proach. We cannot guarantee, no one can guarantee that an attack
will not at some point be successful, and I agree, the ability to re-
constitute and recover from a serious attack at the moment is not
as good as we need it to be, and I could not predict how severe or
how long a major attack that took down the naming system or fun-
damental other aspects of the Internet could persist and impact the
economy. Our best defense is the aggressive investment that the
infrastructure stewards make in massive overhead, massive engi-
neering, constant exercising, constant testing of the security, and
vigilance, and a little bit of good luck.

Chairman COBURN. Is there an early warning system out there
now?

Mr. AISENBERG. It depends on what you mean by early warning.

Ms. BIENFAIT. Not one that you would actually, as we would do
with a hurricane in an emergency scenario, we see a hurricane
coming and we have got a way to give an early warning

Chairman COBURN. No, I mean is there a communication net-
work where, whether it is NSA or whoever is experiencing it, all
of the sudden, this is a major attack and time is of the essence and
everybody knows it is happening in one area so they can prepare
if their area is about to get hit. Is that out there now?

Ms. BIENFAIT. Not across——

Chairman COBURN. Is there an early warning system so that
there is communication to all the players that something is hap-
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pening. You need to know about it. Here is what we see. You might
be next. Is that happening now?

Ms. BIENFAIT. We have something internal to ourselves that we
can actually see the signatures and the knocking of all the hacking
attacks against our network

Chairman COBURN. That is your network?

Ms. BIENFAIT. That is my network. But we are only doing this
in our own domain. We are not doing a lot across companies, across
collaboration

Chairman COBURN. Is there something that prevents you legally
from being able to communicate that with the rest of the service
providers?

Ms. BIENFAIT. Nothing at this point in time, other than us get-
ting a trusted environment where we could actually do pre-plan-
ning ahead of time so that we know what that information might
look like. We are doing some of that right now, trying to put best
practices together, but there is not anything formal to the point
that we know how to pull up a security alert and actually say, hey,
the collaboration of the different units, I am going to shut down
this part of my network or I am going to open up that part of my
network so that this work can flow through.

Chairman COBURN. And you would all agree that is needed?

Ms. BIENFAIT. I think it is necessary.

Chairman COBURN. It is needed, and one of the reasons it is not
is because there is not a position of leadership and trust which you
can work through?

Ms. BIENFAIT. You really have to have a very trusted environ-
ment. It is essential

Chairman COBURN. Otherwise you expose proprietary informa-
tion.

Ms. BIENFAIT. Exactly. And we are working through that, it is
just not moving fast enough.

Chairman COBURN. OK.

Mr. AISENBERG. Senator, another aspect of that is that what we
call the millisecond sectors—electric power, communications, IT—
frequently see insults only after they are actually mounted. Unlike
intelligence gathering around physical attacks where you hear a tip
from one individual and you can grow your investigative technique,
very often when the attacks are mounted against the Internet or
the communications or power networks, you don’t see the attacks
until they are already at their zero moment and are massively en-
gaging the infrastructure.

Chairman COBURN. But, in fact, we know that is a possibility, so
we can design to prevent that if we have the structure in place to
communicate it, cross-communicate it without the sharing of pro-
prietary data that would put somebody at a competitive disadvan-
tage. I mean, that is possible. Everybody would agree with that,
right?

Mr. NOONAN. Right. There is already a foundation in place, sir,
but it is not broadly available cross-industry, cross-sector, cross-
agency and government. There are multiple early warning activi-
ties that are operating at various levels of efficacy. These include
the ISAC, the Information Sharing and Analysis Centers that are
established as part of the IT, or as part of the Sector Coordinating
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Councils. They are not fully operating cross-functionally today, but
they are a foundation that has been being built for many years.
There are issues, but we are making progress there.

I think the early warning vulnerability disclosure activity that is
underway has actually moved this industry along in a number of
years. If we know where our vulnerabilities are, there is a pretty
good chance that is where the attacks are going to be. Whether
they are malicious and disruptive or whether they are quiet and
compromising, they are typically getting through our
vulnerabilities.

There, I think we have made progress. However, as an industry,
or both a public and private sector perspective, we don’t have the
equivalent of turn on CNN and get the hurricane early warning
system. We simply don’t have that.

Chairman COBURN. Are there any other comments from any of
you all on the GAO report?

[No response.]

Chairman COBURN. I don’t know if the silence is because—I
won’t say that. I will just let it go with that.

None of you would disagree with the fact that there could be
somebody in a position that could maintain the trust of the pro-
viders and the service companies and the Internet industry and
work for government and maintain the integrity that is required
for us to solve these problems. Would you agree with that?

Ms. BIENFAIT. I would agree with that.

Mr. NOONAN. I would agree.

Chairman COBURN. So one of the real issues for us to move
things offline is to fill the position with somebody that has the com-
petency, character, and trust of the industry and the government
and can put the impetus behind moving forward. If this hearing
does anything with that, we will have accomplished something.

I want to thank each of you for being here. This is a difficult
problem we face, but it is also, besides difficult, it is critical. Our
country can’t take many more hits. This is one that is preventable,
provided we do the right thing. It is at least, if not preventable, re-
coverable if we do the right thing.

I would hope that we will continue to have good communications.
We will have other hearings on this. We are going to move. There
is going to be an Assistant Secretary, I promise you. Even if we
have to raise the salary for the position, there is going to be one
because it is just too important.

We will be submitting some questions to you. I would hope that
you would return those to us within 2 weeks.

I thank you for your service, and the hearing is adjourned.

[Whereupon, at 11:12 a.m., the Subcommittee was adjourned.]
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Good morning, Mr. Chairman and Members of the Subcommittee. Thank
you for inviting me to speak about cyber security and the recovery and
reconstitution of critical networks.

Our Nation’s communications and information infrastructure will
support profound improvements in the security of our homeland in the
next 20 years. States, communities, and our private sector partners are
already finding innovative ways to prevent terrorism and protect critical
infrastructure by leveraging information technology. As [ outline further
below, the Federal government is similarly deploying innovative programs
that significantly raise the level of preparedness in this critical area.

Our vision and philosophy for the future build upon accomplishments of
the past several years - critical infrastructure businesses, home users,
and government at all levels have a greater understanding of the threat
posed by malicious software. The communications and information
technology sectors have deployed new tools to help these constituents
manage cyber risks.

However, at the core of our vision and philosophy is a strong belief that
the Department of Homeland Security (DHS) must increasingly guard
against more virulent attacks and cyber disruptions — whether caused by
a terrorist attack or natural disaster. We must prevent cyber incidents of
national significance.

In this testimony, I will outline three strategic goals to execute this
vision, and examples of current and future programs that will move us
forward to these objectives.

Assistant Secretary for Cyber Security and Telecommunications

As a preliminary matter, allow me to outline the steps the Department is
currently taking while working with the White House to actively pursue
qualified candidates for the post of Assistant Secretary for Cyber Security
and Telecommunications. I am personally engaged in the process of
selecting the new Assistant Secretary and, in the interim, am providing
program direction pending the post being filled permanently. Because of
the importance of this mission, all parties want to ensure that the
individual appointed to this position possesses the right combination of
skills, experience, and leadership necessary to succeed.

To supplement my own personal involvement in strategy, the Assistant
Secretary for Infrastructure Protection has been serving as the Acting
Assistant Secretary for Cyber Security and Telecommunications. As
such, he has been actively engaged in overseeing operational programs,
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program reviews, governance structure, and has participated in
government/industry forums to further the advancement of this
important new office as well as the strategic goals that I will outline
shortly.

Regardless of when this position is filled, the mission of the Department
of Homeland Security (DHS), the National Cyber Security Division
(NCSD), and the National Communications System (NCS) remain clear.
The absence of a permanent Assistant Secretary for Cyber Security and
Telecommunication has not had an impact on NCSD’s or NCS’s critically
important work.

Strategic Vision and Philosophy

The Assistant Secretary for Cyber Security and Telecommunications
position highlights the fundamental importance the Department places
on communications and information technology (IT), as well as critical
linkages across the economy and our critical infrastructure sectors.

Our vision and philosophy for cyber security and recovery reflects the
expanding importance of our communications and information
infrastructure in all walks of life. As you know, a failure to consider and
deploy effective strategies could adversely affect homeland and national
security, public health and welfare, and our economic security. Policies
that advance a safe and secure communications infrastructure promote
public trust and confidence, project stability to those who wish us harm,
and foster valuable relationships between the public and private sectors.

We fully recognize the challenges inherent in our preparedness
responsibilities. We are faced with difficult choices and options. We
must think about risks to the communications and information
infrastructure in new and creative ways. We must prioritize resources,
and make hard decisions where rescurces are limited.

We must also continue to partner strategically with the communications
and information technology sectors as well as other experts outside of
the Federal government. As we focus on the potential for catastrophic
cyber disasters, our partnerships are becoming more diverse and
sophisticated, reflecting the different technology, business, and policy
decisions that must be made. These partnerships also entail
strengthening cooperation across the government and, at a minimum,
finding ways to cultivate support outside of the Department where
expertise clearly exists. Whether public or private, the partnerships
must deliver real and measurable value in light of the catastrophic
damages that can occur in the absence of smart collaboration.
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Finally, we must reinforce a culture of preparedness and increasingly
shift from a reactive to a proactive stance. In sum, we #1ust prepare by
promoting effective security strategies that evolve as the threat evolves.

Three Strategic Goals

In responding to these challenges, the Preparedness Directorate is
executing three strategic priorities. (1) We are preparing for cyber
incident of national significance; (2) we are working to forge more
effective partnerships; and (3} we are working to foster a culture of
preparedness to prevent cyber incidents and mitigate damage when
disruptions occur.

> First, we must prepare for a large scale cyber disaster.

Our primary strategic goal is to prepare for high-consequence incidents.
These would include, for example, a widespread disruption involving the
Internet or critical communications infrastructure, whether from an
attack or natural disaster.

Now, as the Department matures we are preparing for large scale cyber
disasters. Our strategic intentions are ambitious and will require
resolution of multiple impediments, such as:

= Identifying incidents and providing early warning;

= Deploying Federal assets and services more efficiently to mitigate
damages where disruptions occur;

* Responding to the speed of attacks and disruptions, which will
require new technologies and skill sets in our workforce; and

* Maximizing the use of tools that promote and integrate privacy
protections as well as real-time security needs.

The Preparedness Directorate has several important programs already
underway to prepare for a cyber incident of national significance. The
Office of Cyber Security and Telecommunications has established an
Internet Disruption Working Group (IDWG) to address the resiliency and
recovery of Internet functions in the event of a major cyber incident. The
IDWG is not examining all risks, but is focusing on and identifying
measures that government and its stakeholders can take to protect
against nationally significant Internet disruptions.

These proposed measures may yield heightened expectations, roles, and
responsibilities for the United States Computer Emergency Readiness
Team (US-CERT).
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» Second, we must continue to forge more effective partnership
arrangements.

Our second strategic goal is to improve the Department’s partnership
programs and practices. Homeland Security Presidential Directive 7, the
Administration’s policy on critical infrastructure protection, explicitly
recognizes the importance of partnerships, which are essential for many
sound reasons. In the cyber security arena, the Department is working
to nurture existing partnerships and establish new relationships with
three key stakeholder communities: (1) the private sector; (2) Federal
departments and agencies and State, local, and tribal governments; and
{3) academia.

Private Sector Partnerships. Industry owns, operates, and controls the
bulk of the communications and information infrastructure, so
collaborating with industry to prepare for and respond to catastrophic
cyber disasters is a strategic priority.

In “The Federal Response to Hurricane Katrina: Lessons Learned,” the
White House pinpointed specific problems experienced by infrastructure
owners in restoring communications services. The report additionally
described interdependencies between the critical infrastructure sectors,
such as energy and transportation, that impact restoration of
communications services. Our vision for the future, and emphasis on
close collaboration with the private sector, follows directly from these
lessons learned.

In our partnerships, the government must deliver real value to our
private sector partners, who are clearly committed to a collaborative
approach. Smart, effective partnerships demand that we:

* Understand how the private sector will prepare for and respond to
cyber disasters - and where the government can complement
industry practices;

* Leverage state of the art technologies to improve preparedness and
response and sustain privacy protections;

* Promote pools of knowledge and subject matter expertise for
reconstituting communications and information infrastructure;
and

* Ensure close coordination of Preparedness Directorate functions,
such as those provided by NCSD and NCS,

Government Parinerships. The Department is similarly committed to
enhancing partnership arrangements across the Federal government and
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with State, local, and tribal governments. We will continue to explore
innovative ways to leverage skill sets outside of the Department as part of
our strategy for cyber-preparedness and response. We currently partner
with Multi-State Information Sharing and Analysis Center (MS-ISAC]), as
well a key operational information technology and communications
officials in the states, and we are strengthening those partnerships for
recovery and reconstitution efforts.

Partnerships with Academia. The Department is serious about
partnering aggressively with experts in academia. To date, the
Department has included academia in partnership discussions; however,
in order to lay a foundation for more effective cyber response capability,
we must seek guidance from academia on a range of more complex
problems. As an example, we expect to learn more from academia on
such matters as challenges with insurance and risk transfer for the
critical infrastructure sectors as well as business case arguments for
catastrophic preparedness. These areas promote public and private
sector collaboration.
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Third, we must create a culture of preparedness - both to prevent a
cyber disaster and to mitigate damages if widespread disruptions
occur.

Our third and final strategic goal seeks to influence how we prepare for
security challenges in the coming decade. As with our other strategic
priorities, this goal demands a focused and disciplined approach in
several areas. At a minimum, we are structuring programs to:

N

>

A4

Clearly outline preparedness organizations, relationships, and
expectations: One of the Preparedness Directorate’s strategic
priorities is to clearly set forth all aspects of “doctrine” in
accordance with legislative and Presidential direction. To create a
long-term culture of preparedness, we are developing clear
organizational doctrine, which memorializes strategic policies,
clarifies roles and responsibilities, and defines measures of
accountability.

Promote a shared way of life that measurably improves
preparedness for a catastrophic cyber disaster: Finally, we are
focusing our energies on cyber-preparedness. Our programs in the
coming years will seek to inculcate to change behavior as we
continue to leverage our government partners to help continue
efforts in these other areas. Awareness and education in the past
decade have focused on large segments of the population,
including home users and students in K-12. We hope to develop
additional awareness programs that look more carefully at
catastrophic cyber risk and continue to leverage our government
partners to help advance our efforts in these other areas.
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Organizational Framework

The three strategic goals outlined above will require clear organizational
directions and programs.

HSPD-7 directs the Department to establish an organization dedicated to
cyber security. The Preparedness Directorate’s National Cyber Security
Division (NCSD) has been that organization since it was created in June
2003. Since its inception, the NCSD has taken on the broad mandate of
HSPD-7 and those provided in the President’s National Strategy to
Secure Cyberspace, in its mission to work collaboratively with private,
public and international entities to secure cyberspace and America’s
cyber assets.

The NCSD is just one of the valuable preparedness resources within the
Department. As part of the Preparedness Directorate, the NCSD works
closely with the Office of the Manager of the National Communications
System {NCS), which addresses national security and emergency
preparedness (NS/EP) telecommunications. These two entities comprise
what is now the Office of Cyber Security and Telecommunications. The
Office of Cyber Security and Telecommunications works closely with the
Office of Infrastructure Protection to ensure that the ever increasing
interconnected nature of physical and cyber security is integrated
throughout our overall preparedness efforts.

The National Communications System consists of 23 Federal
departments and agencies with assets, resources, requirements and/or
regulatory authority regarding national security and emergency
preparedness (NS/EP) communications. Established pursuant to
Executive Order 12472, the community is administered by DHS as
Executive Agent and Manager and it supports the Executive Office of the
President (the National Security Council, the Homeland Security Council,
the Director of the Office of Science and Technology Policy and the
Director of the Office of Management and Budget) in the coordination of
the planning for and provision of national security and emergency
preparedness communications for the Federal government under all
circumstances, including crisis or emergency, attack, recovery and
reconstitution.

Executive Order 12472 also mandates inclusion of an industry
component, the National Coordinating Center (NCC) for
Telecommunications, or NCC Watch, a joint industry/Government body
operating a 24 hour, 7-day a week watch center to coordinate NS/EP
communications activities. The NCC Watch has a uniqgue relationship
with members of the private telecommunications sector in the
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Communications Information Sharing and Analysis Center (ISAC). The
Communications ISAC provides an opportunity for private sector
industry to partner with government to exchange information and
coordinate restoration of communications assets and services during
emergencies. In this role, the NCC Watch communicates daily and
shares a web-portal with NCSD (US-CERT) on cyber related issues.

To meet its mission, the NCSD is focused on leading a cyber risk
management program, and building and enhancing the National
Cyberspace Response System. To address these priorities, the NCSD is
engaged in a public-private partnership which is incorporated into all of
NCSD'’s programs. This is especially critical since the vast majority of
our national assets and critical infrastructure are owned and operated by
the private sector.

National Cyber Risk Management Program

The National Cyber Risk Management Program reflects the Department’s
overall strategic approach that is focused on risk management, as
outlined in the National Infrastructure Protection Plan (NIPP). The NIPP
incorporates the Department’s overall risk management framework to
assess and reduce our cyber risk, and improve our planning for
response, recovery, and reconstitution of our critical networks.

» The Department released the NIPP on June 30 of this year after
consultation with industry. The NIPP formalizes the collaboration
between government and industry through the Sector Partnership
Model with Sector Coordinating Councils (SCC) and Government
Coordinating Councils {(GCC) working together to address risk by
analyzing consequences, vulnerabilities, and threats.

» The NIPP provides a unifying structure for protection of the
Nation’s 17 critical infrastructure and key resources (CI/KR}
sectors designated in HSPD-7, including the Information
Technology Sector and the Internet. The NIPP calls upon each
sector to develop a Sector Specific Plan based on the risk
management framework. DHS is the Sector Specific Agency (SSA)
responsible for both the Information Technology Sector and the
Communications Sector, and assists other sectors with the cyber
elements of their infrastructure. The NCSD works closely with the
IT Sector Coordinating Council, which was formally launched in
January of this year. The IT-SCC and IT-GCC are working together
on the IT Sector Specific Plan, which will be completed at the end
of the year.,
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» In order to accomplish the risk management objectives of the NIPP,
we have been working closely with the private sector to build the
framework required. To facilitate the development of this
partnership, the Department has established the Critical
Infrastructure Partnership Advisory Council (CIPAC). The CIPAC
comprises representatives from each of the critical infrastructure
and key resources (Cl/KR}, sectors, SCCs, and GCCs, and provides
a mechanism for the information exchange and collaboration
between industry and government that is so crucial to
understanding the risk we face. The Council also prioritizes the
protective measures that need to be taken to reduce that risk.

As we develop the IT Sector Specific Plan and deepen our collective
understanding of the cyber risks in other sectors, we are building the
foundation for the development of a national cyber risk assessment.
Working with our government and private sector partners, we are taking
steps, such as developing attack scenarios and conducting red cell
workshops and exercises, to identify what we are most concerned about
in cyberspace, and then using that information to build our response
‘and mitigation plans. As part of our risk management efforts, we have
three priority mitigation programs.

First, as discussed above, the Office of Cyber Security and
Telecommunications has established an IDWG to address the resiliency
and recovery of Internet functions in the event of a major cyber incident.
The IDWG is working with government, private sector, academic and
international security experts to examine risks, improve preparedness
and situational awareness, and identify measures that we can take to
protect against nationally significant Internet disruptions. The IDWG
conducted a tabletop exercise in June to examine the kinds of scenarios
that would have significant impact on the Internet, understand when
information exchange between the public and private sector is mutually
beneficial, and to determine what roles and responsibilities industry and
government should assume in responding to and recovering from such
disruptions.

Second, the NCSD is collaborating with the national laboratories for its
Control Systems Security Program to bring together government,
industry, and academia to address the threats and vulnerabilities of the
process control systems that remotely operate and control access to
many of our critical infrastructure assets and systems. To support the
Program, NCSD has established a US-CERT Control Systems Security
Center, which is an assessment and incident response facility located at
Idaho National Laboratory. The department also partners with the

10
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industry sectors that utilize process control systems in their operations
through the Process Control Systems Forum, or “PCSF”. The PCSF met
recently in San Diego and furthered its work to accelerate the security of
control systems, provide a venue for sharing perspectives on cross-sector
security issues, and facilitate solution-driven collaborative workshops.

Through the Process Control Systems Forum (PCSF), the Department
also partners with the industry sectors that utilize process control
systems in their operations. The PCSF met recently in San Diego and
furthered its work to accelerate the security of control systems, provide a
venue for sharing perspectives on cross-sector security issues, and
facilitate solution-driven collaborative workshops.

The third risk mitigation effort is NCSD’s Software Assurance Program
that seeks to reduce software vulnerabilities, minimize exploitation, and
address ways to improve the routine development of trustworthy software
products and tools to analyze systems for hidden vulnerabilities. In
collaboration with industry, academia, and government partners, the
Department’s approach to addressing software assurance identifies the
following as keys to success:

* People - education and training for developers and users

e Processes - practical guidelines and best practices for the
development of secure software

¢ Technology — tools for evaluating software vulnerabilities and
quality

» Acquisition ~ specifications and guidelines for acquisition
and outsourcing

To further its efforts, the Software Assurance Program holds semi-annual
Software Assurance Forums with other Federal agencies, industry,
academia, and international entities to facilitate ongoing collaboration
and progress. As part of the program, NCSD has launched “Build
Security In” to raise awareness and foster collaborative efforts.

The Office of Management and Budget (OMB) has recently designated
NCSD as the Managing Agency for the Information Systems Security Line
of Business. As part of NCSD’s work with the Federal government, NCSD
is currently working to establish a Program Management Office for this
government-wide initiative which has an overarching goal of improving
the effectiveness and consistency of systems security across the Federal
enterprise. This effort will reduce costs through consolidation and
standardization of resources. DHS will be working closely with partner
agencies in overseeing the implementation of information systems
security products and services.

11
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In order to reduce our collective cyber risk we need to raise awareness of
cyber security vulnerabilities and understand what we must do as
individuals to create a collective, shared secure cyber infrastructure.

NCSD’s awareness program leverages partnerships with the Multi-State
Information Sharing and Analysis Center (MS-ISAC) and the National
Cyber Security Alliance (NCSA), as well as our own National Cyber Alert
System to reach state and local governments, small businesses, home
users, and K-12 and higher education audiences. October is National
Cyber Security Awareness Month. In October 2005, together with our
state government and industry partners, we reached millions of
Americans with a public service announcement, a satellite media tour on
how to avoid identity theft in cyberspace, a national cyber awareness
webcast for fourth and fifth graders, and many other activities. We look
forward to making this year’s campaign even more successful.

Cyber space is borderless, and as such, managing cyber risk needs to
take into account international activities. NCSD has an international
affairs program that seeks to address cyber security globally through
cooperation and collaborative action toward building and leveraging the
relationships needed to prevent, protect against, respond to and recover
from cyber incidents and reduce overall cyber risk.

National Cyberspace Security Response System

There are three elements to the National Cyberspace Security Response
System: the U.8. Computer Emergency Readiness Team Operations, or
“US-CERT Ops”; the National Cyber Response Coordination Group, or
“NCRCG”; and our regional preparedness and recovery efforts.

The first key element, US-CERT, was established in 2003 as a
partnership between the Department and the public and private sectors
to protect the nation’s critical infrastructure and coordinate defense
against and responses to cyber attacks. The US-CERT public website,
http://www.us-cert.gov, the secure portal for stakeholders, and the
National Cyber Security Alert System, provide timely, actionable
information to technical and non-technical users. We encourage each of
you to sign up for the US-CERT cyber alerts by going to http://www.us-

cert.gov.

NCSD/US-CERT has an Operations component, which manages many
aspects of the Cyberspace Security Response System, including
situational awareness, incident handling and response, malicious code
analysis, and strategic operations. Under Federal Information Security
Management Act guidelines, OMB requires all Federal civilian agencies to
notify US-CERT of any data breaches, unauthorized access, or

12
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suspicious activity, including the loss of personally identifiable
information within one hour of discovery.

US-CERT maintains a 24x7 secure Watch center; acts as a trusted third
party to assist in the responsible disclosure of vulnerabilities; develops
and participates in regional, national, and international level exercises;
supports forensic investigations with recursive analysis on artifacts;
provides malware (software that is designed to infiltrate or damage a
computer system, without the owner knowing) analytic and recovery
support for government agencies; coordinates Federal programs of
computer emergency response teams and Chief Information Security
Officer peer groups for sharing cyber incident information, best practices,
and other cyber security information; and, collaborates with national and
international computer security incident response teams both in the US
and abroad. US-CERT’s efforts in these and additional areas build our
cyber situational awareness capabilities that allow us to prepare for and
defend against cyber attacks, while also enhancing our ability to respond
to the attacks.

US-CERT has established the Government Forum of Incident First
Response Teams (GFIRST), a community of Federal agency incident
response teams, which comprises the government’s critical group of
cyber first responders. GFIRST meets regularly, and we have hosted two
GFIRST conferences to enhance information sharing and collaborative
efforts to secure government cyberspace. US-CERT provides an Internet
Health Service tool to GFIRST members through the US-CERT secure
portal. IHS is a web-based application that provides members with
access to several commercially available Internet and security products
for use in building their situational awareness capabilities through the
monitoring of their respective networks and the overall health of the
Internet. In addition, as part of our Situational Awareness Program, US-
CERT also leverages information technology for the automated sharing of
critical information across the Federal government and analysis of traffic
patterns and behavior.

US-CERT has developed a set of informational resources that it provides
to our public and private sector stakeholders, including alerts,
vulnerability notices, current activity reports, Federal Information
Notices provided to the GFIRST community and Critical Infrastructure
Information Notices provided to the private sector Information Sharing
and Analysis Centers. In addition, US-CERT runs the National Cyber
Alert System and the public website reference above, which provide cyber
security tips, guidance, and other resource materials to technical and
non-technical audiences.

13
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The second key element of the National Cyberspace Security Response
System is the National Cyber Response Coordination Group, or
“NCRCG”. NCSD co-chairs the NCRCG with its counterparts in the
Department of Justice and the Department of Defense. The NCRCG
includes 13 agencies with responsibility for and capabilities in cyber
security matters and works to coordinate national response activities to
incidents of national significance. The NCRCG meets monthly to prepare
for cyber issues through tabletop exercises and working groups.

In addition to the IDWG’s efforts and US-CERT Operations incident
handling and analysis functions, the NRP’s Emergency Support Function
2 (ESF-2) for Communications, led by NCS, is a critical component of
advanced planning and ensuring coordinated recovery efforts. When
ESF- 2 is activated, the Manager of the NCS ensures appropriate NS/EP
communications support to operations conducted under the NRP. As
part of ESF-2, NCSD works closely with NCS on preparing for recovery
and reconstitution of critical communications networks and services. In
preparation for this year’s hurricane season, we have held ESF-2 training
and exercise sessions with participation by many Federal agencies and
organizations. We have created and published an ESF-2 Operational
Plan and a Standard Operating Plan for ESF- 2 supporting agencies to
enhance understanding across the spectrum of public and private sector
entities that participate in recovery and reconstitution efforts. We have
hired two Regional Communications Coordinators for Federal Regions IV
and VI communications pre planning with state emergency planners.
The NCS has also created more analytical tools for predictive and post-
impact analysis.

One of the critical parts of ESF-2 is a management function to coordinate
and facilitate the handling of private sector donations for recovery and
reconstitution efforts in the immediate aftermath of a disaster such as
Hurricane Katrina. We are working with our private sector stakeholders
and state and local government partners to establish a set of
requirements for such donations in order to match those needs with the
products and services available.

The third key element of the National Cyberspace Security Response
System is our regional preparedness and recovery efforts. Our regional
efforts have greatly improved DHS’s ability to incorporate the work of our
government and private sector stakeholders at both the state and local
levels. The Pacific Northwest Economic Region and the Gulf Coast
Region are increasingly coordinating their efforts as a result of exercises
held in the respective regions, and we are working with them to continue
their preparedness planning for both cyber security events, and
manmade or natural disasters that have a cyber impact. In addition, we
are working with our industry stakeholders in the IT-SCC and IT

14
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Information Sharing and Analysis Center) to develop plans for industry
assistance in the event of an incident that requires surge support to
recover and reconstitute critical IT systems. These efforts depend greatly
on our partnerships with the full spectrum of affected industries, state
and local government stakeholders, and the emergency response
community.

Recent Success Stories

I would like to take this opportunity to highlight two recent success
stories in our comprehensive cyber security efforts. First, we conducted
the first National Cyber Exercise organized and sponsored by the Federal
government. Conducted in February 2006, “Cyber Storm” was the
largest multinational, cross-sector cyber exercise to date and assessed
policies and procedures associated with a cyber-related incident of
national significance, as outlined in the National Response Plan’s Cyber
Annex. The exercise tested, for the first time, the full range of cyber-
related response policy, procedures, and communications methods
required in a real world crisis.

Cyber Storm exercised the responses of over 100 public and private
agencies, associations, and corporations in over 60 locations and five
countries. It achieved collaboration in crisis response at operational,
policy, and public affairs levels, including participation of more than 30
private sector corporations and associations in the planning, executing,
and after action analysis of a federally funded and congressionally
mandated emergency response exercise. As mentioned earlier, Cyber
Storm exercised the NCRCG as the principal Federal mechanism for
coordinating the national response to a cyber incident of national
significance. Cyber Storm demonstrated the close cooperation and
information sharing needs across Federal agencies, across boundaries,
and between the public and private sectors.

First, the exercise reinforced the importance of defining roles and
responsibilities, processes and procedures and having strong
communications and coordination among the cyber community. In
addition, it highlighted the importance of coordinating and integrating
incident communications and public affairs outreach. Unlike a physical,
self-announcing incident, a set of cyber attacks such as those imagined
in the Cyber Storm scenario are not immediately apparent, either in
occurrence or attribution. The correlation of multiple incidents proved
challenging for our players, and only further demonstrated the
importance of public-private relationships and the need to provide on-
going training activities, discussions, and exercises to further build those
relationships to strengthen our collective response to a cyber incident.
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We are currently making improvements to our policies and procedures to
address key findings, and have begun the planning process for Cyber
Storm 2, which is slated for 2008.

A second accomplishment falls in the international arena. At the end of
June, we successfully hosted here in Washington the second multilateral
conference on the development of an International Watch and Warning
Network, or “TWWN”, among 15 countries in the Americas, Europe, and
Asia Pacific. The country participants included representatives from
their government critical information infrastructure protection
organizations, their computer security incident response teams, and
their law enforcement agencies with responsibility for cyber crime. The
IWWN was established in 2004 to foster international collaboration on
addressing cyber threats, attacks, and vulnerabilities. The June
conference established a clear path forward for the IWWN community to
enhance global cyber situational awareness and incident response
capabilities ant marked the launch of a secure Internet portal to
facilitate ongoing international information sharing as well as
coordination during cyber incidents.

The Road Ahead

As we further develop our programs and leverage our recent successes,
there are some efforts we need to undertake in the near term with our
industry and agency partners to better prepare ourselves to respond to,
and recover from, cyber incidents. These efforts include, but are not
limited to:

> Further integration of the cyber security and telecommunications
efforts in the Department and with industry to reflect increasing
convergence in the sectors;

> Clearer articulation of roles and responsibilities in the public-

private partnership for information sharing and incident response

through coordinated concept of operations and standard operating

procedures;

Development of the IT Sector Specific Plan in the NIPP risk

management framework;

> Development of a national cyber risk assessment based upon the

cross sector cyber component of the NIPP risk management

framework;

Share aggregated situational awareness across the civilian

agencies, the military, the international community, and the

private sector; and

> Further collaboration between US-CERT Operations and the
Department of Defense’s Joint Task Force-Global Network

v

v
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Operations to leverage our respective expertise and capabilities
toward common cyber security objectives.

These efforts are being undertaken in the Cyber Storm After Action
planning, the NIPP process, our international engagements, and our
collaboration with industry on all of our programs. These action plans
have defined benchmarks and milestones to drive and track our progress
in each of these areas.

Conclusion

The National Cyber Security Division has established its mission and
priority objectives, developed a strategic plan, and undertaken significant
steps to implement its strategic plan across the programs outlined here.
In this ever-evolving environment, we know that the target will shift to
accommodate new threats, new vulnerabilities, and new technologies.
We need to be flexible enough to adjust our efforts to meet these new
challenges.

Our progress to date is tangible: we have a construct for public-private
partnership; we have a track record of success in our cyber operations;
we have established relationships at various levels to manage cyber
incidents; we have built international communities of interest to address
a global problem; and we have tested ourselves at a critical development
stage and will continue to examine our internal policies, procedures, and
communications paths in future exercises. We are building on each of
these achievements to take further steps to increase our cyber
preparedness and improve our response and recovery capabilities.

I would like to thank the Subcommittee for its time today and 1
appreciate this opportunity to bring further transparency to these
important cyber security priorities.
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Cyber Security: Recovery and Reconstitution of Critical Networks

PREPARED STATEMENT OF RICHARD C. SCHAEFFER, JR.,
DIRECTOR OF INFORMATION ASSURANCE, NATIONAL SECURITY AGENCY

July 28, 2006

Good afternoon Mr. Chairman and distinguished members of the Subcommittee. My
name is Richard C. Schaeffer, Jr., and I am the National Security Agency’s (NSA)
Information Assurance Director. 1 appreciate the opportunity to be here today to talk
briefly about the NSA’s information assurance mission and its relationship to the work of
the Department of Homeland Security and others concerned with helping operators of
crucial information systems prepare for and recover from hostile acts or other disruptive
events.

I would also like to thank the Chairman and the other members of the Subcommittee for
their continued interest in, and attention to, this issue. FEach day, ever more data and
functions that are vital to the nation are consigned to digital systems and complex, inter-
dependent networks. There are no “silver bullets” when it comes to cyber security, but
over time, increased awareness of cyber security issues, new standards, better education,
expanded information sharing, more uniform practices, and improved technology can and
do make a meaningful difference.

The NSA information assurance mission focuses on protecting what National Security
Directive 42 defines as “national security information systems” that handle classified
information or are otherwise critical to military or intelligence activities. Historically,
much of our work has been sponsored by and tailored for the Department of Defense.
Today, national security systems often rely on commercial products or infrastructure, or
interconnect with systems that do. This creates new and significant common ground
between defense and broader U.S. Government and homeland securify needs. More and
more, we find that protecting national security systems demands teaming with public and
private institutions to raise the information assurance level of products and services more
broadly. If done correctly, this is a win-win situation that benefits the whole spectrum of
information technology (IT) users, from warfighters and policymakers, to federal, state,
and local governments, to the operators of critical infrastructure and major arteries of
commerce.

This convergence of interests has been underway for some time and we can already point
to several examples of the kind of fruitful collaboration it inspires. For instance, the NSA
and the National Institute of Standards and Technology (NIST) have been working
together for several years to characterize cyber vulnerabilities, threats, and
countermeasures, to provide practical cryptographic and cyber security guidance to both
IT suppliers and consumers.  Among other things, we’'ve compiled and published
security checklists that harden computers against a variety of threats; we’ve shaped and
promoted standards that enable information about computer vulnerabilities to be more
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easily cataloged and exchanged and, ultimately, the vulnerabilities themselves to be
automatically patched; and we’ve begun studying how to extend our joint vulnerability
management efforts to directly support compliance programs such as those associated
with the Federal Information Security Management Act. All of this is unclassified and
advances cyber security in general, from national security and other government
networks to critical infrastructure and other commercial or private systems.

The NSA partners similarly with the Department of Homeland Security (DHS). In 2004
DHS joined the NSA in sponsoring the National Centers of Academic Excellence
Program to foster training and education programs to support the nation’s cyber security
needs and increase the efficiency of other Federal cyber security programs. As of June of
this year, 75 such centers have been established across 32 states and the District of
Columbia, including Oklahoma, Alaska, Ohio, New Mexico, Virginia, Michigan,
Minnesota and New Jersey. The NSA supplies trained personnel and other technical
support to the U.S. Computer Emergency Readiness Team and we routinely alert one
another to possible or emerging hostile cyber acts. In fact, DHS has just named an
integree to work in the NSA/Central Security Service (CSS) Threat Operations Center,
which has as one of its missions to monitor the operations of the global network in real
time to identify network-based threats to DoD and Intelligence Community networks.

NSA and DHS cooperate on investigations and forensic analysis of cyber incidents and
malicious software, and together we look for and mitigate the vulnerabilities in various
technologies that would render them susceptible to similar attacks. We each bring to
these efforts complementary experience, insight, and expertise based on the different
problem sets and user communities on which we concentrate, and we each then carry
back to those communities the dividends of our combined wisdom and resources.

With regard to post-incident response, the NSA supplies technical personnel, advice, and
equipment to support an efficient response and recovery to disasters. The NSA has
worked with the DHS Infrastructure Protection Division to plan for the interoperable
communications systems needed to support response and recovery. The NSA maintains a
stock of secure communications equipment to replace or augment deployed systems in
the wake of emergencies or other urgent and unforeseen needs. Following Hurricane
Katrina, the NSA supplied encryption devices, secure satellite telephones, and
cryptographic keying material to many DoD and civil entities involved in rescue and
recovery. We also helped the National Aeronautics and Space Administration (NASA)
reestablish secure connectivity between the Stennis Space Center near Bay St. Louis,
Mississippi, NASA headquarters in Washington, and NASA's Marshall Space Flight
Center in Huntsville, Alabama. When it comes to reconstructing networks beyond just
communications systems, bringing in replacement technology may be the easy part. The
real challenge is knowing what to reconstruct. That means maintaining an up-to-date
understanding of what set of data, functions, and connections — available to what set of
users — qualify as critical. It also requires regular mapping and analysis to track the
shifting physical and logical make-up of these nets.

Looking forward, NSA and DHS interests will continue to merge and the opportunities ~
and need — for shared work and mutual support will continue to grow. As once unique
environments such as national security systems, computerized industrial controls (i.e.,
supervisory control and data acquisition, or SCADA systems), emergency services
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communications, and specialized financial and logistical networks come to rely on the
same commodity hardware, software, commercial infrastructure and services, we find
ourselves concerned with many of the same vulnerabilities, threats, and countermeasures.
We both have a stake in expanding the market for secure information technology and in
steadily raising the bar when it comes to defining what’s secure and what isn’t. We both
have a responsibility to help IT suppliers improve their products and to help IT buyers
and operators make more informed choices about what to buy and how to assemble,
configure, run, monitor, and defend their systems. Since none of this is possible without
security-savvy IT professionals, information assurance education and training remains a
joint imperative.

Finally, beyond technical convergence, in the post 9/11 world the NSA and DHS are also
bound together by the need to provide for communications across once unbridgeable
chasms of classification and practice, from the President all the way to first responders
and the owners and operators of critical infrastructure. As a starting point, the NSA and
NIST have established a suite of unclassified cryptographic standards that can be
implemented in commercial-off-the-shelf offerings as well as specialized high-end
government equipment. This sets the stage for interoperable encryption and message
authentication and is an important step — although just one step -- in the broader effort to
ensure that the nation can recognize and respond to impending emergencies or their
aftermath.

Once again, thank you Mr. Chairman for giving me the opportunity to appear before you
today, and 1 will be happy to answer any questions you may have.
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Good morning, Mr. Chairman and Members of the Subcommittee. Thank you for
inviting me to speak about cyber security: recovery and reconstitution of critical networks.

The President has directed Federal agencies to work with State and local governments as
well as the private sector to enhance the protection of our Nation’s critical infrastructure. The
Department of Homeland Security (DHS) is coordinating this effort.

The Office of Management and Budget (OMB) oversees the implementation of
government-wide policies, standards, and guidelines for the Federal government’s information
technology security programs. My testimony today will focus on OMB activities to improve the
security and resilience of the Federal government’s critical cyber assets.

Maintaining Telecommunication Services During a Crisis or Emergency

Last year, the Director of OMB issued a regulation (M-05-16 dated June 30, 2005) on
maintaining telecommunication services during a crisis or emergency. This regulation was
issued in response to Section 414 of the Transportation, Treasury, Independent Agencies, and
General Government Appropriations Act. The regulation required each agency to review its
telecommunication capabilities in the context of planning for contingencies and continuity of
operations situations.

OMB also asked each agency to confirm they were complying with directives issued by
the National Communications System (NCS) and guidance issued by the Federal Emergency
Management Agency (FEMA). As background, NCS was established by Executive Order
12472 in 1984 and has a unique status and set of responsibilities regarding national
security/emergency preparedness (NS/EP) telecommunications within the federal government.
NCS directives establish policies and procedures for NS/EP telecommunications, and FEMA
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provides guidance to Federal Executive branch departments and agencies for use in developing
contingency plans and programs for continuity of operations.

In August 2003, all large agencies submitted reports on the status of their
telecommunication services. In addition, forty small and independent agencies provided the
requested information. OMB and NCS worked together to review the responses. Our analysis
revealed the need for additional guidance to the agencies regarding the use of redundant and
physically separate telecommunications service entry points into buildings and the use of
physically diverse local network facilities.

In October 2005, the NCS hosted a Route Diversity Forum outlining route diversity
theory and highlighting the procedures for agency self-assessment and NCS suggested ways to
ensure adequate route diversity. Over seventy Federal agency representatives attended the
forum. NCS has recently developed a Route Diversity Methodology enabling agencies to self-
assess their facilities to determine their level of route diversity. Information regarding this
methodology is available on the NCS website.

Procurement of Telecommunication Services

When an agency initiates new telecommunications procurements, the agency must
determine the appropriate level of availability, performance and restoration that is required, in
accordance with the agency’s continuity of operations plans.

The General Service Administration’s Networx program will serve as the primary
replacement for the expiring FTS2001 telecommunications contracts. The Networx
procurements will specify telecommunications infrastructure security requirements to protect
contractor network services, infrastructures, and information processing resources against cyber
and physical threats, attacks, or system failures. Networx contractors must comply with security
law and policy such as OMB Circular A-130, the Federal Information Security Management Act
and the National Institute of Standards and Technology Federal Information Processing
Standards.

In developing Networx, GSA has defined a full spectrum of Security Services to meet
individual agency needs. These include Managed Tiered Security Service with different network
security levels, Managed Firewall Service, Intrusion Detection and Prevention Service, Managed
E-Authentication Service, Vulnerability Scanning Service, Anti-Virus Management Service,
Incident Response Service, and Secured Managed E-mail Service.

With regard to recovery and reconstitution of critical networks, the Networx program
specifies telecommunications requirements for compliance with NS/EP directives, as established
by the NCS in accordance with Executive Order 12472, This will ensure that Networx
telecommunications capabilities are continuously ready to meet the needs of Federal agencies
during national emergencies. Additionally, Networx will fully interoperate with the NCS’s
Government Emergency Telecommunications System and Wireless Priority System.
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Identification and Protection of Critical Cyber Infrastructure

On December 17, 2003, the President signed Homeland Security Presidential Directive
(HSPD) -7, “Critical Infrastructure Identification, Prioritization and Protection.” This directive
established the national policy for Federal departments and agencies to identify and prioritize
United States critical infrastructure and key resources and to protect them from terrorist attacks.

HSPD-7 required the heads of all Federal agencies to develop and submit to the Director
of OMB for approval plans for protecting the physical and cyber critical infrastructure and key
resources that they owned or operated. The plans were due July 31, 2004, All agencies with
HSPD-7 responsibilities submitted the protection plans.

In OMB’s reporting guidance, we asked agencies to address critical infrastructure
identification, prioritization, protection, and contingency planning to include the recovery and
reconstitution of essential capabilities. Twenty four agencies confirmed they owned or operated
nationally critical systems and assets. These are assets so vital to the United States that their
incapacity or destruction would have a debilitating impact on security, national economic
security, or public health or safety.

OMB worked with DHS’ National Cyber Security Division to develop scoring criteria
and evaluate the protection plans. We provided each agency with a written response explaining
our approval or disapproval of the agency’s cyber security plan and 